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OIIPEJIEJIEHUSA

B HacrosimieM JIOKyMEHTE HCIHOJIB3YIOTCS CIHEAYIOUME TEPMUHBI U HUX
ONpeICTICHHUS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHCTEMa, COCTOsIas U3 IMepcoHanta u
KOMIUIEKCA  CPEICTB  aBTOMAaTH3alldd  €ro  JIeATEIbHOCTH, peaTu3yrouas
MH(OPMAIIMOHHYIO TEXHOJIOTUIO BBITIOJHEHUS YCTAHOBJICHHBIX (DYHKIIUH.

AyTeHTH(UKAIUA OTHPABUTENS JAAHHBIX — TOJTBEPXKIACHUE TOTO, UTO
OTIPABUTEIb MOJIYYEHHBIX JAHHBIX COOTBETCTBYET 3asBICHHOMY.

be3onacHocTh MEPCOHANBHBIX JAHHBIX — COCTOSIHHE 3alllUIIEHHOCTH
NEPCOHATBHBIX  JaHHBIX, XapaKTEepU3yeMoe CIOCOOHOCTBIO  IOJIb30BaTENEH,
TEXHUYECKUX  CPeICTB HM  MHGOPMAIMOHHBIX  TEXHOJOTMH  0OecneuuThb
KOH(PUACHIIMATBLHOCTh, IEJIOCTHOCTh U JOCTYIMHOCTh MEPCOHANBHBIX JIAHHBIX MPU
ux 00paboTke B UHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX TAHHBIX.

Buomerpuyeckue mnepcoHAJbHbIE [JaHHbIE — CBEJCHUS, KOTOpPbHIC
XapakTepu3yroT (PU3MOJOTHUECKHE OCOOCHHOCTH YEJIOBEKa M HA OCHOBE KOTOPBIX
MOXHO YCTaHOBHUThH €ro JIMYHOCTh, BKJIOUasi (pororpaduu, OTIEUATKU MAIbIIEB,
o0pa3 ceTyaTKH TJla3a, OCOOEHHOCTM CTpPOEHHUS Teida U APYryl TOJI0OHYIO
uHdOpMaIHIO.

BroknpoBaHue mNepPCOHAJBHBIX MJAHHBIX — BPEMEHHOE MpPEKpalICHUE
00pabOTKK MEePCOHANBHBIX JIaHHBIX (32 UCKIIIOUEHHEM CIIy4aeB, eclii o0paboTka
HeoOXoauMa JiJIsl yTOYHEHUS IEPCOHATBHBIX JaHHBIX ).

Bupyc (koMnbHOTEepHBbIH, MPOrPAMMHBII) — UCIIOJHSAEMbIA IPOTrPaMMHBIN
KOJl WJIM WHTEPNPETUPYEMbIi HAOOp MHCTPYKIUH, OO0Nalalomuidi CBOMCTBaMU
HECAHKIIMOHUPOBAHHOTO PACHPOCTPAHEHUS U caMoBocrpou3BeAcHUs. Co3/1aHHbIC
JTyOJIMKAThl KOMITBIOTEPHOTO BUpYyCa HE BCErJla COBMAJAIOT C OPUTHMHAIOM, HO
COXPaHSIOT CIIOCOOHOCTH K JTanbHenIeMy pacpoCTpaHEHUIO u
CaMOBOCITPOM3BEICHHUIO.

Bpenonocnas mnporpamma — mporpaMma, IpeIHa3HAuYeHHAs s
OCYILIECTBJICHUSI HECAHKIMOHUPOBAHHOTO JOCTyna U (WJIM) BO3ACHCTBUS Ha
MEePCOHAIBHBIC JAHHBIC WM PECYpChbl HHPOPMAIIMOHHOW CUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

Bcenomorare/sibHble TEXHHUYECKHE CPeICTBA W CHCTEMbl — TEXHUYECKUE
CpEJICTBA M CUCTEMBI, HE TIPEeIHA3HAYCHHBIE JIJIS epeaauu, 00pabOTKU M XpPaHEHUs
MEPCOHANBHBIX JIAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHYECKUMU
CpeICTBaMU W CHUCTEMaMHU, MPEIHA3HAYCHHBIMHU JIsi 0OpabOTKHU TMEepPCOHAIBHBIX
JAHHBIX WM B TIOMEIICHHUSX, B KOTOPBIX YCTAHOBIICHBI MH(MOPMAIIOHHBIC CHCTEMBI
MIEPCOHAJIbHBIX JaHHBIX.

Joctyn B oOmepamuoHHYW cpeay KoMmnbiOTepa (MHGOPMAIMOHHOM
CHCTeMbl NEPCOHAJBLHBIX JAHHBIX) — TIOJYyYEHHE BO3MOXKHOCTH 3allycka Ha
BBITMIOJIHEHUE IITATHBIX KOMaHJ, (YHKIMH, TPOLEAYp OMEPaMOHHON CHUCTEMBI
(YHUYTOXKEHUSI, KOMHMPOBAHWS, TMEPEMEIICHUsI M T.01.), HCIOJMHIEMbIX (paiiyioB
MIPUKJIAHBIX TPOrPaMM.
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Hoctyn k uHpoOpMamuMm — BO3MOXHOCTh TOJyYeHHs HHMOpPMAIMA U €€
UCIIOJIb30BaHHUS.

3ak/a10uHOe YCTPOHCTBO — 3JIEMEHT CPEACTBA CheMa HH(OPMAIIUH, CKPBITHO
BHEJPSEMbI  (3aKJIaJbIBAEMbII WJIM BHOCHMBIM) B MECTa BO3MOXKHOIO —CheMa
uH(opMaliu (B TOM YHUCIIE B OTPaKICHUE, KOHCTPYKIIMIO, 000PYI0BaHHUE, TIPEIMETHI
MHTEphEpa, TPAHCIOPTHBIE CPEICTBA, & TAKKE B TEXHUYECKUE CPEICTBA M CUCTEMbI
00paboTku nHGOPMAITHN).

3amumaemass uHpopmanuss — wuHbOpPMAIMS, SBISIOMIAACS TPEIMETOM
COOCTBEHHOCTH M TOJUIEKaIlasi 3allliTe B COOTBETCTBUU C TPEOOBAHMSIMH IPABOBBIX
JTIOKYMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(POpMAIIUH.

Nnentndukanua — mnpucBoeHue cyObekTaM U OOBEKTaM  JOCTyma
uneHTudrKaTopa 1 (WIM) CpaBHEHHUE TPETBSBISIEMOr0 MACHTU(UKATOPA C TIEPCUHEM
MIPUCBOCHHBIX UACHTH(HUKATOPOB.

NHpopMaTUBHBIN CUIHAJ — DJIEKTPUYECKUE CUTHAJIBL, AKyCTHUYECKUE, DIICK-
TPOMAarHUTHbIE U Apyrue (PU3UYECKUE MOJsL, MO TMapaMerpaM KOTOPBIX MOMKET ObITh
packpbiTa KOH(pUICHIMaTbHAsE nH(OopMalus (IEpCOHANTbHBIE JaHHBIE) 00padaThiBacMast
B HH(OPMAILIMOHHOW CUCTEME MEPCOHATBHBIX JAHHBIX.

NudopmanuonHbie TEXHOJOIMH — TPOIECCHI, METOJIBI MOKCKA, cOopa, Xpa-
HEeHUsl, 0O0paOOTKH, TMPEIOCTABICHHS, PACIPOCTPaHEHUsT WH(OpMAIMM U  CIIOCOOBI
OCYLIECTBJIEHUS TaKUX IPOLECCOB U METOJIOB.

Nudopmanuonnasi cucremMa mnepcoHaabHbIX AaHHbIX (MCIIAH) —
COBOKYMHOCTb COJIEpKaluXcsi B 0a3zax JaHHBIX TMEPCOHAIBHBIX JAHHBIX W
o0ecIeynBaIMX UX 00pab0oTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUUYECKHUX
CPEICTB.

HNcnonb30BaHue MNEPCOHANBHBIX [JaHHBIX — JICUCTBUs (omeparuu) ¢
NIEPCOHAILHBIMU  JTAHHBIMHM, COBEpIIAEMbIE OINEPATOPOM B IMEIAX TPUHATHUS
pPELICHUN WM COBEPUICHHS HWHBIX JCUCTBHUM, MNOPOXKAAIOMIMX OPUINYECKUE
MOCJICJICTBHSI B OTHOIICHWH CyOBEKTa TMEPCOHATBHBIX JMAHHBIX WM APYTHX JIAI]
J1M00 MHBIM 00pa30M 3aTparuBarOLIMX MpaBa U CBOOOABI CyObEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTHX JIUII.

HUcTouHuk yrpo3bl Oe3omacHocTH HH@opMamum — CyOBEKT JOCTyIIa,
MaTepUATBHBIA ~ OOBbEKT WM  (U3UYECKOEe SBJICHUE, SIBISIOMIMECS — MPUYMHOM
BOZHHKHOBEHHMSI YTPO3bl 0€30MaCHOCTH MH(POPMAILIUH.

Koutposupyemasi 30Ha — TIpOCTPaHCTBO (TEPPUTOPHS, 3/IAHUE, YaCTh 3AHUS,
MOMEIIEHUE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIMPYEMOE NpeObIBaHUE MOCTOPOHHUX
JIUIT, & TAKXKE TPAHCTIOPTHBIX, TEXHMUECKUX W MHBIX MaTEPUATIBHBIX CPEJICTB.

KonpuaeHunaabHOCTh NEPCOHAIBHBIX [JAHHBIX — 00s3aTeNbHOE IS
COOJTFOZICHUST OTIEPATOPOM HMJIM WHBIM TTOJTYYMBIIAM JIOCTYIT K TICPCOHAIBHBIM JTAHHBIM
JUIIOM TpeOOoBaHWE HE JOMyCKaThb WX pachpocTpaHeHue Oe3 coracusi CyObekTa
MIEPCOHATBHBIX JAHHBIX WJIM HAJIMYKS MTHOTO 3aKOHHOTO OCHOBAHUSI.

MexceTeBOM IKpaH — JIOKAJTbHOE (OTHOKOMIIOHEHTHOE) WK (hYHKIIMOHATLHO-
pacrpesiefieHHOe TpOorpaMMHOE  (IIPOTrpaMMHO-AIapaTHoe) CPEACTBO  (KOMILIEKC),
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peam3yroIree KOHTPOIIb 32 HH(OpMaIeH, ocTymnaroIiel B MHQOPMAITMOHHYIO CHCTEMY
MEPCOHATBHBIX JJAHHBIX U (MJIH) BBIXOASAIICH U3 HUH(OPMAIIMOHHOW CUCTEMBI.

Hapymure/b 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX — (PM3UYECKOE JIUTIO,
CITy4allHO WM MPETHAMEPEHHO COBEPILIAIOIICE ACHUCTBUS, CIEICTBUEM KOTOPBIX SIBIISIETCS
HapyllleHue 0e30MacHOCTH TEePCOHATIBHBIX JAHHBIX MPH UX OOpabOTKE TEXHUYECKUMHU
CpelICTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JTAHHBIX.

HeaBromMaTu3upoBanHassi 00padoTka TNEPCOHAJIBHBIX JaAHHBIX —
00paboTKa MepCOHANBHBIX JAHHBIX, COACPKAUTUXCS B UHPOPMAIIMOHHON CUCTEME
NEPCOHANIbHBIX JAaHHBIX JMOO W3BIICYEHHBIX M3 TAaKOW CHCTEMbl, CUUTACTCSA
OCYIIECTBIICHHOM 0e3 UCIIOJIb30BaHUs CpEIICTB aBTOMaTHU3ALNH
(HeaBTOMaTU3UPOBAHHOM ), €CIIM TaKue JEHCTBUSA C MEPCOHAIBHBIMU JAHHBIMH, KaK
UCIIOJB30BaHUE, YTOYHEHHE, PACIPOCTPAHCHHUE, YHUUYTOKEHUE MEPCOHATBHBIX
JJAHHBIX B OTHOIICHUU KaXJOr0 M3 CYOBEKTOB NEPCOHAIBHBIX JAHHBIX,
OCYILIECTBIISIIOTCS IPU HEMOCPEICTBEHHOM YYaCTUH YEJIOBEKA.

HenexnapupoBanHble BO3MOKHOCTH — (PYHKIHMOHAIBHBIE BO3MO>KHOCTH
CPEICTB BBIUMCIMTEIBHOM TEXHUKH, HE OINMCAHHBIE WM HE COOTBETCTBYIOLLHE
OIMCAHHBIM B JIOKYMEHTAIIUH, TIPY WCHOJBb30BaHUHA KOTOPHIX BO3MOXKHO HapyIlIEHHUE
KOH(DUACHIIMATBHOCTH,  JIOCTYITHOCTM  WJIM  IIEJIOCTHOCTH  00pabaThiBaeMoii
UH(pOpPMAIIUH.

HecaHKIIMOHUPOBAHHBIN J0CTYN (HECAHKUMOHMPOBAHHbIE 1eHCTBUS) —
JocTynn K wuHGOpMAIMM WM JieicTBUA ¢ MH(OpMaluen, Hapyllarolye IpaBuiia
pasrpaHUYeHus] JIOCTYIA C WCIOJIb30BAaHUEM INTAaTHBIX CPENCTB, MPEAOCTABISIEMBIX
UH(OPMAITMOHHBIMUA CHUCTEMaMH TEPCOHATBHBIX JTAHHBIX.

Hocurtenbs undgopmanum — Gusuyueckoe JIMIO WM MaTepUAIbHBINA 00BEKT, B
TOM 4Hcie (pu3MUecKoe Nosie, B KOTOPOM MH(pOpMALIMs HAXOJUT CBOE OTPKEHHE B BUIE
CHMBOJIOB, 00pa30B, CUTHAIIOB, TEXHUYECKUX PEIICHUIA U MPOIECCOB, KOJIMYECTBEHHBIX
XapaKTepUCTUK (DU3NYECKUX BEIUYMH.

O0e3iMYuBaHUEe TEPCOHAJBHBIX JAHHBIX — JICUCTBUS, B pE3yJbTare
KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCMOJb30BaHUS JIOMOJHUTEIBHON
uH(popMaIu ONpeIeIUTh MPUHAJIC)KHOCTD MEPCOHAJIBHBIX JAHHBIX KOHKPETHOMY
CyOBEKTY EPCOHAIBHBIX JTAHHBIX.

O0paboTka NMepCOHANBHBIX JAHHBIX — JIt000E JelicTBHE (Omeparys) Win
COBOKYMHOCTb JICUCTBUIl (Omepalinii), COBEPIIAEMbIX C MCIOJIb30BAaHUEM CPEJICTB
aBTOMATU3allud WM 0€3 HCIOJB30BaHMS TaKUX CPEACTB C TEPCOHATHLHBIMU
JTAHHBIMH, BKJIIOYas cOOp, 3amuch, CHCTEMAaTHU3AIMIO, HAKOIUIEHHWE, XpaHEHHE,
yTouHeHre (OOHOBJICHHE, M3MEHEHHE), M3BJICUCHUE, HCIIONBh30BaHUE, Ieperaqy
(pacpocTpaHeHue, MpeAoCTaBieHUEe, JOCTYI), OO0e3MuYuBaHue, OJIOKMpOBaHUE,
yaaJeHue, yHUYTOKEHHUE MEPCOHAIBHBIX JaHHBIX.

OO0menocTrynupie MNMEPCOHAJIbHbIE JAaHHbIE — TICPCOHAJIBHBIE TAHHBIE,
JIOCTYIl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPBbIM NPEAOCTaBJICH C cCorjacus
CyObeKTa TMEpCOHAJIBHBIX JaHHBIX WIM Ha KOTOpPhle B COOTBETCTBUU C
denepalibHBIMU  3aKOHAaMHU HE PacHpoCTpaHsieTcss TpeOOBaHUE COOJIIOACHHUS
KOH(UIEHIIUAIBHOCTH.
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O6mectBo —  OOmECTBO €  OTPAaHUYECHHOW  OTBETCTBEHHOCTHIO
«HoBopoccwuiickuii 3epHOBO# TepmuHam (OO0 «H3T).
Omnepatop (MepCOHANBHBIX [JAAHHBIX) — TOCYJApPCTBEHHBIM OpraH,

MYHHIIMIIAJIBHBIA OpraH, IOpUANYEecKoe WK (HU3HUECKOE JIUIO, CAMOCTOSATEIBHO
WM COBMECTHO C JAPYTMMH JIMIIAMHU OpPraHU3YIOIIUe U (WJIK) OCYIIECTBISIONINE
00pabOTKy MEepPCOHAIBHBIX JAHHBIX, a TAKXe OMNpeNeisiolue 1eau o0paboTKH
MEPCOHANIbHBIX JIaHHBIX, COCTAB MEPCOHATBHBIX JaHHBIX, MOAJIEKAIINX 00padOTKe,
JercTBU (OTepalliK), COBEpILIaeMble C TIEPCOHATBHBIMU JIAHHBIMHU.

TexHuyeckue cpeacTsa HH(OPMANMOHHON CHCTEMbI IMEPCOHAJbHBIX
JAHHBIX — CPEJICTBA BBIYMCIUTEILHON TEXHUKH, MH(OPMAIMOHHO-BHIYMCIUTEIILHbIE
KOMIUIEKCHI ¥ CETH, CPEACTBA M CUCTEMBI Iiepeiayud, puema u oopadotku [1/1H (cpencrsa
U CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJIEHHS, 3BYKOBOCIPOM3BEICHHS, MEPETOBOPHBIE U
TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JIOKyMEHTOB H
JPyTHe TEXHUYECKUE CPe/ICTBa 00pabOTKU peueBoi, rpadudeckoi, BUIeo- 1 OYKBEHHO-
UQppoBoi HHPOpPMAIMHK), TPOTPAMMHbBIEC CPEJICTBA (OTEPAIMOHHBIE CUCTEMbI, CUCTEMBI
yIpaBjieHus 0a3amMH JaHHBIX U T.I1.), CPEACTBA 3aILUTHI MH(POPMALH, IPUMEHSIEMbIE B
MH()OPMALMOHHBIX CUCTEMAX.

IlepexBaT (MHpoOpManmuM) — HEPAaBOMEPHOE MOJyYeHHE MHGPOpPMAILUU C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CPEICTBAa, OCYLIECTBIIAIOIIEIO OOHApyKEeHHE,
npueM u 00paboTKy HHGHOPMATUBHBIX CUTHAJIOB.

IlepconanbHble faHHBbIE — T100ast HHOOPMAIUS, OTHOCAIIASCA K MPSIMO WU
KOCBEHHO OIIPEIEICHHOMY WM OIpeaensieMoMy (PU3nyeckoMy JHIly (CyOBeKTy
MEePCOHANIBHBIX JJAHHBIX);

Ilo0o4HbIe  3JIeKTPOMATHUTHBIE  W3JIyYeHHS] M HABOAKHM  —
DIIEKTPOMArHUTHBIE HM3Iy4YCHUS TEXHHUECKUX CPEICTB OOpaOOTKH 3alIMIIaeMON
uHbOpMAIK, BO3HUKAOIIME Kak MOO0YHOE SIBICHWE U  BBHI3BaHHBIC
AIIEKTPUYECKUMH CUTHAJIAMU, JEHCTBYIOMIMMH B MX DJIEKTPUYECKUX M MAarHUTHBIX
HEMsIX, a TAK)Ke DJIEKTPOMAarHUTHBIC HABOJKU 3TUX CHUTHAJIOB HA TOKOMPOBOIAIIHE
JUHUH, KOHCTPYKITUHU U TICTIH TATAHMSL.

IMosmTKAa  «YUCTOr0  CTOJIA» —  KOMIUIEKC  OpraHU3aI[MOHHBIX
MEpOTIPUATUNA, KOHTPOJIMPYIOMIMX OTCYTCTBHE 3alMCHIBAHUS Ha OyMaKHbIC
HOCHUTENIM KItouel W aTpuOyToB nocTyma (mapojied) M XpaHEHUs UX BOIM3H
00BEKTOB JIOCTYIIA.

[Hoab30BaTe b MH(POPMALMOHHON CHCTEMbI NEPCOHAJBHBIX JAHHBIX —
JUI0, y4YacTByomee B (QYHKIMOHUPOBAHUM WH(DOPMAIMOHHONW  CHUCTEMBI
MEPCOHATLHBIX JAHHBIX WIIA UCTIONB3YIOIIEE PE3yIbTaThl €€ (PYHKITMOHUPOBAHMS.

IIpaBusia pasrpaHuveHus J0CTYNAa — COBOKYITHOCTh MIPABHII, PETIIAMEHTH-
PYIOLIMX MpaBa JOCTyIa CyObEKTOB IOCTYyMa K 00BEKTaM JIOCTYIIA.

IIporpammHas 3akjaaKa — KOJ IpOrpamMMbl, TpeTHAMEPEHHO BHECEHHBIN B
IpOTrpamMMy C IEJBI0 OCYIIECTBUTh YTEUKY, U3MEHUTH, OJIOKUPOBATh, YHUUTOXKUTH
UHPOPMAIIMIO WIIM YHUYTOXHUTh U MOAUDHUIIMPOBATH NIPOTPAMMHOE OOECIIEUCHHE
MH(OPMAIMOHHOW CHCTEMbI MEPCOHAIBHBIX JTAHHBIX M (MJM) OJIOKMpPOBAThH amma-
paTHbIE CPECTBA.
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IIporpamMHoe  (MPOrpaMMHO-MAaTeMAaTH4eCKOe)  BO3JCHCTBHE  —
HECAaHKIIMOHUPOBAaHHOE  BO3JCHCTBHE HA  PECYpChl  ABTOMATHU3UPOBAHHOU
WH()OPMAITMOHHONW CHCTEMBI, OCYIIIECTBISIEMOE C HCIIOIh30BAHUEM BPEIOHOCHBIX
MPOTPAMM.

Pabdoronarenp — OOmECTBO C€  OrpaHUYEHHOW  OTBETCTBEHHOCTHIO
«Hoopoccuiickuii 3epHoBoit Tepmunai (OO0 «H3T»).

PackpbiTHe NEPCOHAIBHBIX JAAHHBIX — YMBIIUIEHHOE WIIN CIIy4YailHOE
HapyllleHne KOH(UICHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTrpaHeHne nepCcOHAJbHBIX JAHHBIX — JICHCTBUS, HAIlPaBIICHHbIC
Ha PacCKpbITUE MEPCOHAJIBHBIX TAHHBIX HEOMIPEAEIEHHOMY KPYTY JIHII.

Pecypc uH(popMaMOHHON CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,

IIPUKJIATHOTO WIH anmapaTHOro obecrieueHus (bYHKIIMOHUPOBAHUS
MH()OPMAIIMOHHON CHCTEMBI.
CnenuajibHble KATerOpMH MEPCOHANBbHBIX [JAHHBIX — II€PCOHAJIbHBIE

JTaHHBIE, KACAIOIIMECS PAaCOBOM, HAIMOHAIIBHON MPUHAIJICKHOCTH, OJUTUYECKUX
B3IJISJI0B, PEIUTHO3HBIX WIH (PUIOCO(CKUX yOEKIEHUN, COCTOSHUS 30POBbS U
WHTUMHOM JKM3HU CYyOBEKTa MEPCOHAIBHBIX JAHHBIX.

CpencrBa BBIYHMCIMTENbHON TEXHHKH — COBOKYNHOCTh NPOTPAMMHBIX U
TEXHUYECKUX 3JIEMEHTOB CHCTEM OOpaOOTKHU JaHHBIX, CIIOCOOHBIX (DYHKIIMOHUPOBATH
CaMOCTOATEIIBHO WIH B COCTAaBE APYTUX CUCTEM.

Cy0bekT aocryna (cy0ObeKT) — JIMIIO WIM IPOLECC, JACHUCTBUSI KOTOPOIO
PEMIAMEHTUPYIOTCS PABUJIAMU Pa3rPaHUUYEHHUS TOCTYIIA.

TexHn4yeckuil KaHaJA YTeYKHM HMHQOPMALUM — COBOKYIIHOCTb HOCHUTEI
uHpopmarm  (cpeactBa  00paOOTKM), (DUBMUECKOM  Cpelbl  paclpoCTpPaHEHUsI
MHQOPMATUBHOTO CHTHAJla H CPEACTB, KOTOPBIMHM JIOOBIBAETCS  3alllMIaeMast
UH(pOpMaIus.

TpancrpannyHasi mnepegadya NEepPCOHAJBHBIX [JAaHHBIX — I[epeaayda
NEPCOHANBHBIX  JIaHHBIX oOmepaTopoM 4epe3 locyaapcTBeHHYIO TIpaHUILy
Poccniickoit  ®denepanmu  opraHy  BJIACTH  MHOCTPAHHOTO  TOCYIapCTBa,
(bU3MYECKOMY MJIM IOPUAMYECKOMY JIMILY HHOCTPAHHOTO TOCY1apCTBa.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHIA U
(akTOpOB, CO3MAIOLIUX OMACHOCTh HECAHKIIMOHUPOBAHHOIO, B TOM YHUCJIE CITy4YaiHOTO,
JIOCTyIa K MEPCOHAIBHBIM JAHHBIM, PE3YIBTATOM KOTOPOI'O MOKET CTaTh YHUUTOKEHHUE,
W3MEHEHHE, OJIOKMPOBAHKUE, KOTIMPOBAHHUE, PACTIPOCTPAHEHUE TTEPCOHANTBHBIX JaHHbIX, a
TaKKE MHBIX HECAHKIIMOHUPOBAHHBIX JISHCTBUI TpU MX 00paboTKe B MH(POPMAITMOHHOM
CHCTEME MEPCOHATBHBIX JTAHHBIX.

YHUUYTOXKEeHUE TMEPCOHANbHBIX [JaHHBIX — JICUCTBUS, B peE3yJbTare
KOTOPBIX CTAHOBHUTCSI HEBO3MOKHBIM BOCCTAHOBHUTH COJEp)KaHHE MEPCOHATBHBIX
JAHHBIX B WHGOPMAIIMOHHOW CHCTEME IMEePCOHAJbHBIX JaHHBIX W (WiIu) B
pe3yabTaTe KOTOPBIX YHHMUTOXXKAIOTCS MaTepHaIbHbIE HOCHUTENW MEPCOHATBHBIX
JTAHHBIX.

Yreuka (BamumaemMoi) MHGOPMALMM MO TEXHHMYECKMM KaHAJIaM —
HEKOHTPOJIMPYEMOE pacipoCTpaHeHne MHGOPMAIMK OT HOCUTENIS 3alllIaeMoi HHQOp-
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MalMu 4epe3 (PU3HYECKYI0 Cpely /0 TEXHMYECKOIO CpEICTBAa, OCYILECTBIISIOLIETO
nepexBaT HHPOpMaIIH.

Y3BUMOCTB — CIIa00CTb B CPEACTBAX 3ALMTHI, KOTOPYIO MOKHO UCIIOJIb30BATH
JTUTsl HApYILEHUs CUCTEMBI WM COZIep Kallieiicsl B Hell HH(pOpMAaIIUHL.

HenocTtHocTs MHGOPMAIMH — CIIOCOOHOCTH CPEJICTBA BBIYMCIUTEILHOU
TEXHUKHM WJIM  aBTOMAaTU3UPOBAHHOM  CHUCTEMbl  OOECHeurBaTh  HEW3MEHHOCTb
uHQOpMallM B  YCIOBUSIX CIIyYallHOTO W/WIM TPEAHAMEPEHHOIO  MCKaKEHUsI

(pazpy1eHus ).
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OBO3HAYEHUSA N COKPALIEHUSA

ABC — aHTUBUpYCHBIE CPEJICTBA

APM — aBTOMaTH3UpOBaHHOE pabouee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCIIIH — uadopmaIioHHasi CUCTEMa MEPCOHATBHBIX TAHHBIX
Wb — urdopmarmonHast 6€301macHOCTb

K3 — koHTpompyemast 30Ha

JIBC — nokasnbHasi BHIYMCIIUTEIbHAS CETh

MD — MexceTeBoii FKpaH

HCJI — HeCaHKIIMOHUPOBAHHBIN TOCTYII

OC — onepanioHHas cucTema

[1/TH — mepcoHaIbHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4YeCKOE BO3/ICHCTBHE

[1O — nporpammHoe obecrieueHue

[IOMHH — no6ouHble 37€KTPOMarHUTHbIE U3TyYEHUS U HABOJIKU
CA3 — cucrema aHann3a 3aIUIICHHOCTH

C3U — cpeactBa 3amuThl HHPOpMaLUU

C3I1du — cuctema (mMoJcucTemMa) 3aiiuThl IEPCOHATBHBIX TAHHBIX
COB — cucrema 0OHapy>KEeHHS BTOPKEHUHN

TKYU — TexHuyeckre kKaHaibl yTeUKd HHGOpPMAIN

VYBIIIH — yrpo3bl 0€301acCHOCTH MEPCOHATBHBIX JAHHBIX

10
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BBEJIEHUE

Hacrosmee Ilonoxxenue paspadbotaHo ¢ 1ebo:

- obecrnedeHHs 3alUTHI TMPaB W CBOOOJ 4YeIOBEKa M TPaXJTaHWHA TIpU
00paboTKe €ero TEepCOHAIBHBIX JaHHBIX, B TOM YHCJE 3alllUTHl MpaB Ha
HEMPUKOCHOBEHHOCTh YaCTHOM KU3HU, JIMYHYIO U CEMEUHYIO TallHY;

- perjiaMeHTalluyd TOpsJiKa OCYIIECTBJICHUS ONEpalii ¢ MepcOHATbHBIMU
JTAHHBIMU;

- obecnieueHust TpeboBaHui 3akoHa Ne 152-D3 u MHBIX MPABOBBIX AKTOB,
PEryJIupYIOIIMNX UCIOJIb30BAaHUE TIEPCOHATBHBIX JJAHHBIX;

- YCTaHOBJIeHUsI mpaB M oOsi3aHHOCTeM PaboTHukoB OOIlIecTBa B yacTu
paboThI C MEPCOHATBHBIMU JIAHHBIMU;

- YCTaHOBJICHHSI MEXaHU3MOB OTBETCTBEHHOCTH PaboTHmkoB OOrecTBa 3a
HapyIIeHHe JIOKATBHBIX HOPM, a TaKke 3aKoHomarenbcTBa PD 0 mepcoHaabHBIX
JTAHHBIX.

Hacrosiiee [lonoxxenue sBisieTcst JIOKaIbHBIM MTPaBOBbIM akToM O011ecTBa,
SIBJIFOITICTOCST OTIEPATOPOM TEPCOHAIBHBIX JTaHHBIX, W YCTaHABIMBACT IOPSIOK
OCYIIIECTBJICHUS OTIepaIliii ¢ IEPCOHATLHBIMU JTAHHBIMU.

Hacrosimee Ilonoxkenue omnpenensieT OCHOBHBIE MPUHIIMIIBI OOECTICUECHHUS
uHpopmarmonHoir 6e3omacnoctu OO0 «H3T» mpu o0paboTke mNepcoHaTBLHBIX
JTAHHBIX.

Hacrosimee [losnokenue omnpesenseT OCHOBHBIE IETU U 3aadyH, a TaKKe
OOIIyI0 CTpPaTErui0 TIOCTPOCHUS CHUCTEMBI 3alllUThl TMEPCOHAJIBHBIX JTAHHBIX
(C3I1n) OOO «H3T». Ilonoxenue omnpeaenser OCHOBHbIE TpeOOBaHUA U
0a30BbI€ TOAXOMBI K WX pealn3aluu, s JOCTHKEHHS TpeOyeMOoro ypOoBHS
0e30macHOCTH UH(OpMALUU.

[Tonoxenue pa3pabOTaHO B COOTBETCTBUHM C CHUCTEMHBIM ITOJXOIOM K
obecrnieueHuto  uHoOpManMOHHOM  Oe3zomacHocTH.  CHUCTEMHBIM  MOAXOJ
nmpeamnojaraeT  MPOBEACHHUE  KOMIUIEKCA  MEpPONPHUATHH,  BKIFOYAROIIMX
uccieoBaHue yrpo3 UHGOPMAIMOHHONM 0€30MacHOCTH U pa3pabOTKy CHUCTEMBI
samuThl  [IJIH, C TO3WIIMM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYECKUX U
OpraHU3aIMOHHBIX MEP U CPEJICTB 3AIUTHI.

ITon madopmanmonnoit 6e3omacHoCcThIO [IJI[H MOHMMAaETCs 3aIUIICHHOCTD
MEePCOHANIBHBIX JIaHHBIX M oO0OpabarbIBaloIIe MX HHPPACTPYKType OT IHOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUN, PE3YJIbTATOM KOTOPBIX MOXKET
SBUTHCS HaHeCceHHe yuiepba camoil mHboOpManuu, ee BiajaenblaM (CyObeKTam
[111) nm uadpactpykrype. 3aaaun nHGOPMAIIMOHHON 0€30MaCHOCTH CBOSTCS K
MUHHMMU3AIUU yiepoa OT BO3MOXKHOU peanu3anuu yrpo3 OesomacHoctu [1J[H, a
TaK)Xe K MPOTHO3UPOBAHUIO U MPEIOTBPAIICHUIO TAKUX BO3ACHCTBUH.

[Tosoxenne CIIy)KUT  OCHOBOM  aisi  pa3pabOTKM  KOMILIEKca
OpPraHU3alMOHHBIX W TEXHUYECKUX MEp M0 oOecleueHn0o HHPOPMAIMOHHOM
oezonacHoctu OO0 «H3T», a Takke HOPMATHUBHBIX M METOJUYECKHUX
JIOKYMEHTOB, O0€CIIEUMBAIONINX €€ pealln3alliio, ¥ He TpearoiaraeT MOJMEHBI
GyHKIIMH  ToCylapCTBEHHBIX oOpraHoB Biactu Poccuiickoit ~ ®denepanuu,
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OTBEYAIOIIMX 3a oOecrieueHne Oe30MacCHOCTH MH(POPMALMOHHBIX TEXHOJIOTHN H
3alUTy WH(GOPMALIUU.

ITonoxeHue ABIAETCS METOAOJIOTMYECKON OCHOBOM JUISL:
dbopMHpOBaHUS W TIPOBEICHHUSI CIUHOM TMOJIUTHKA B 00JacTH oOecredeHUs
oe3omacuoctu [11a BOOO «H3Tw;
OPUHATUS YIOPABICHUECKUX pEHICHUH W pa3padOTKH MPaKTUYECKUX Mep II0
BOIUIOLIEHUIO TMOJUTUKKA Oe3omacHoctd IIJlH W  BBIpaOOTKM  KOMILIEKCA,
COTJIaCOBaHHBIX Mep HOPMAaTHUBHO-IIPABOBOTO, TEXHOJIOTUYECKOTO u
OpraHU3allMOHHO-TEXHUYECKOTO XapaKTepa, HaNpaBJICHHBIX Ha BbISBICHUE,
OTpaXEHUE M JMKBHUJALMIO TMOCJIEACTBUI peau3alid Pa3jiudHbIX BHUJIOB yrpo3
IT1H;
KOOpPJIMHALMKA JEATENbHOCTH CTPYKTYpHbIX mnoapazaenennii OO0 «H3T» npu
npoBefieHnd padoT 1o pas3BuTuio U dkcrutyaranuu WCIIIH ¢ coOmoaeHueM
TpeboBaHuii ooecrieuenust 6ezonacuoctu [1/H;
pa3pabOTKU MPEAIOKEHUN O COBEPIICHCTBOBAHUIO MPABOBOT0, HOPMATHUBHOIO,
METOJAMYECKOT0, TEXHUYECKOTO Y OPraHU3allMOHHOTO oOecriedeHus: 0€30MacHOCTH
[11a 8 UCITIr OOO «H3T».

[IpaBoBoii 6a3z0il ays pa3paOOTKKM HACTOSILErO IOJIOKEHMS CIIy>KaT
TpeboBanus nercTByOmuUx B PO 3akoHOMAaTEBHBIX 1 HOPMATUBHBIX JTOKYMEHTOB
1o obecrneyeHnro 0e30macHoCTy NepcoHaIbHbIX JaHHBIX (I1/]H).
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1 OO0uue moJ10KeHUA

C3I[1[In npexncraBisger co0OM  COBOKYIHOCTh OpPraHU3alMOHHBIX U
TEXHUYECKUX Meponpustuid 1 3ammtel [[JIH OoT HempaBOMEpHOro WIH
CIlydyailHOro J0oCTyna K HHM, YHUYTOXEHUS, HW3MEHEHUs, OJIOKHpOBaHUS,
KONHMpOBaHUs, pacnpocTpaneHus [1/IH, a Takke MHBIX HEMPABOMEPHBIX IEWCTBUN
C HUMH.

be3onacHOCTh NEPCOHAIBHBIX [AaHHBIX JOCTUTAETCS IMYyTEM HCKIIOUYEHUS
HECAHKIMOHUPOBAHHOTO, B TOM YHCJE CIIy4alHOIO, JOCTyNa K IMEpPCOHAJIbHBIM
JAHHBIM, PE3YyJbTaTOM KOTOPOTO MOXET CTaThb YHUYTOXEHUE, HW3MEHEHHE,
0JIOKUpOBaHUE, KOMMUPOBAHUE, PACIIPOCTPAHEHUE MTEPCOHANIBHBIX JaHHBIX, & TAKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JIEVCTBUA.

CtpykTypa, CcOCTaB H  OCHOBHbIE  (YHKIMM  TEXHHYECKUX M
oprann3annoHHblx Meponpustuid C3II/IH ompenensrorcs wucxoas W3 ypOBHSA
samuineHHoctn  (kmacca) MCII[IH, yCTQHOBJIGHHOTO B COOTBETCTBHH €
TpedoBanusimu [loctanonenus [IpaBurensctBa PO Ne 1119 ot 1 HOos6pst 2012 1.,
npukaza PCTIOK Poccum Ne 17 ot 11 deBpans 2013 r., npukaza ®CTIK Poccun
Ne 21 or 18 deBpans 2013 1., a TakKke B COOTBETCTBUHU C TPeOOBAHUSIMHU
[ToctanoBnenus IlpaButenbctBa PO Ne 687 «O06 yrBepxkaenuu Ilomoxxenus o6
OCOOCHHOCTSIX OOpaOOTKM TEpPCOHANBHBIX JAHHBIX, OCYILECTBIseMOW 0Oe3
WCIIOJIB30BaHUs cpeacTB aBToMarnzauum». C3IIJIH BKIrOYaeT OpraHu3alMOHHbBIC
MEepbl U TEXHUYECKHE CpEICTBAa 3allluThl HHpopManuu (B TOM 4YHUCIE
mu@poBaibHble (KpUNITOrpapUuecKue) CpeacTBa, CpEeACTBa IPEAOTBpalllEHUs
HECAaHKIIMOHUPOBAHHOIO JOCTyNa, YTEUKM HHGOpPMALKUKM MO TEXHUYECKUM
KaHaJIaM, IPOrpaMMHO-TEXHUYECKHX BO3JIECHCTBUM Ha TEXHUYECKHE CPEICTBA
oOpabotku IIJ[H), a Takxke wucCHONb3yeMble B HHPOPMALMOHHON CHUCTEME
MH(OPMAIMOHHBIE TEXHOJIOTHUH.

OTHU Mepbl MPU3BAHBI 00ECTICYUTH:

*  KOH(pUACHIMATHHOCTD uHdopmauu (3amuTa oT
HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHUS );

* 1EJOCTHOCTh HMH(pOpMaluu (aKTyaJbHOCTh U HEMPOTHUBOPEUYHUBOCTH
uHpoOpMalMy, €€  3allMUICHHOCTh  OT  pa3pylleHus U
HECAaHKIIMOHUPOBAHHOI'O U3MEHEHHS);

* JOCTYNHOCTh HMH(pOpManuu (BO3MOXKHOCTh 3a MpPUEMIIEMOE BpeMs
MOJIYYUTh TPeOyemMyro HH(OPMAIIMOHHYIO YCIYTY).

Craauu co3ganus C3I1/IH BKIOYaAOT:
MPEANpPOEKTHAS CTajus, BKJIoUaromas mpeanpoektnoe obcnmempoanue MCIT/IH,
pa3pabOTKy TEXHUYECKOTO (4aCTHOTO TEXHUYECKOTO) 3aIaHMs Ha €€ CO3/IaHuE;

CTaausl MPOCKTUPOBaHUSA (pa3pabOTKH IPOECKTOB) M peall3alldd MEp 3alllMThl
C3I1dH;
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ctagusi BBoja B neiictBue C3II/IH, BKIIOYaroiias ONBITHYIO SKCIUTyaTalyio U
IPUEMO-C/IaTOYHbIC UCTIBITAHUS CPENICTB 3aIIUTHl MH(OPMALIUU, a TAKKE OLIEHKY
cootBeTcTBUs C3I1/{H TpeGoBanusiM Oe30macHOCTH UH(POPMAIIH.

OpraHu3alMoHHble MEpPbl NPEAYCMATPUBAIOT CO3JaHUE M MOJJEpKaHUE
npaBoBoii 0a3el OezomacHoctn II/lH M pa3paboTKky (BBEIEHHE B JICHCTBHE)
npeaycMoTpeHHblx  [lomutukodt uHpopmanuonHoit OezomacHoctu  MCIIH
CJIEAYIOIINX OPraHU3ALMOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB:

[1nan meponpusituit o obecneuenuto 3auuthl [1JIH npu nx odpadorke B UCII/IH;
[1naH MepoOnpUSATHI IO KOHTPOJII0 oOecrieueHus 3amuThl [1/1H;

[Topsinok pezepBupoBaHus U BoccTaHoBieHUs padortocriocodHoctu TC u 10, 6a3
nmaHabeIX 1 C3U;

JIOJDKHOCTHAsT ~ MHCTPYKLMS — aJIMUHHCTpatopa  HWHGOPMAIMOHHBIX  CHUCTEM
nepcoHanbHbIX naHHbIX (MCIIJIH) B yacTtu obecniedenus Oe3omacuoctu [1/IH mpu
ux oopadotke B UCII/H;

JIOJDKHOCTHAsT MHCTPYKIUST aIMUHUCTpaTopa MH(GOPMAIIMOHHONW 0€30MacHOCTH U
OTBETCTBEHHOTO 3a 0OecrnedyeHne 0€30MacHOCTH NEPCOHATIBHBIX JaHHBIX |
JomkHocTHas wWHCTpYKiua Tmonb3oBatenss MCIIJlH B yactm oOecrieueHus
6e3onacHoctu [1/]n mpu ux obpadotke B UCII/H;

WNHCTpyKIMs Ha coy4dail BOBHUKHOBEHHS BHEIITATHOW CUTYAIIUH,

* HHcTpykuusi o pa3MeleHnio, o00pyJI0BaHUIO U OXpaHE MOMEICHU,
TJ€ XPaHATCS MEPCOHAIBHBIC JAHHBIC, MO XPAHEHUIO MEPCOHAIBHBIX JAHHBIX Ha
OyMa)XHBIX HOCHUTENISIX M TOPSAKY pPabOThl MCHOJHUTENIEH C MepCOHAIbHBIMU
JTAHHBIMU Ha OYMa)KHBIX HOCUTENSX UH(OPMALIUH.

TexHUUeCKre MEPhI 3alUThl PEATU3YIOTCS MPU TMTOMOIIU COOTBETCTBYIOIINUX
MIPOrPaMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3aIIIUTHI.

IlepeyeHb HEOOXOMMMBIX MEp 3aIIUTHl HHOOPMAIIMHU ONPEASTICTCS IO
pe3yibraram BHyTpeHHel nmpoBepku 6e3onacuoctu UCITIn OO0 «H3T».
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2 3agaum C3I1/1n

OcHoBHoi1 nensto C3II/JIH sBaseTcs MUHUMH3aLUs yuiepOa OT BO3MOXHOM
peanm3aruu yrpo3 6e3omacHoctu [1/1H.

JIns ITOoCTH KEHHMST OCHOBHOM Ienu cuctema OeszomacHocTu IIJ[H moimkHa
oOecreunBath 3QPEKTUBHOE PEIICHHUE CIEAYIONINX 3a/1ay:
3alllMTy OT BMEIAaTeNbCTBa B Mpouece GpyHkinonuporanus UCIIIH noctopoHHUX
mu1 (Bo3MmoxHOCTh ucnosibzoBanust UCII[IH u moctynm k ee pecypcam JOJKHBI
MMETh TOJIBKO 3aPETUCTPUPOBAHHBIC YCTAHOBICHHBIM MOPSJIKOM MOJIH30BATEIN);
pa3rpaHMYEHHUE [IOCTyIla 3apETUCTPUPOBAHHBIX IOJIB30BATENIEH K amnmapaTHBIM,
nporpaMMHbIM U HHpopManoHHbIM pecypcam HMCIIJIH (BO3MOXKHOCTH JOCTYyIIa
TOJBKO K TEM PECYpCaM U BBINOJHEHUS TOJBKO TEX ONEpaluid C HUMH, KOTOPbIE
HEOOXOIUMBbI KOHKpEeTHBbIM mojib3oBaTesisiM WCII/IH nns BBIOJNIHEHHS CBOHMX
CILyK€OHBIX 003aHHOCTEI ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA!
Kk nHopmanuu, mupkyiupytouieit B UCII/1H;
cpeacrBaM BerurcauTenbHo Texuuku UCI/IH;
annapaTHbIM, MPOTPAMMHBIM M KpPUNTOTpaUUeCKHUM CpEACcTBaM  3alllMThl,
ucnons3yemsiM B UCII/IH;
PErUCTpallI0 JIEWCTBUM IOJNB30BATEIEH IPU MCIOJb30BAHUM  3AIIMINAEMBIX
pecypcoB UCII/IH B CHUCTEMHBIX XKypHAJIaX W MEPUOJUYECKUI KOHTPOJIb
KOPPEKTHOCTH JECHCTBUI MOJIB30BATENIC CUCTEMBI IyTEM AHAIM3A COACPKUMOIO
ITUX KYyPHAJIOB;
KOHTPOJIb II€JIOCTHOCTH (0OecredyeHne HEW3MEHHOCTH) Cpelbl HCIIOIHEHUS
IIPOTPaMM M €€ BOCCTAHOBJICHUE B CIy4ae HapYILLICHUS;
3alIUTY OT HECAaHKUMOHUPOBAHHOW MoOAM(UKAIMM W KOHTPOJIb LEIOCTHOCTU
ucnone3yembix B MCII/IH nmporpaMMHBIX CpPEACTB, @ TAKKE 3AIIUTY CUCTEMBI OT
BHEJIPEHUSI HECAHKIIMOHUPOBAHHBIX MTPOTPAMM;
3amuty I1JIH OT yTeuku mo TEXHMYECKUM KaHajlaM Mpu ee 00paboTKe, XpaHEHUHU U
repesaye no KaHajlaM CBSI3H;
samuty I1/{H, Xpanumoii, oOpabaTbiBaeMOi U TepeaBaeMoi Mo KaHajlaM CBSI3H,
OT HECAaHKIIMOHUPOBAHHOT'O Pa3riiallleHUs UM UCKAKEHUS,
o0ecrniedyeHne KUBYUECTH KpUNTOrpauyecKux CpeACTB 3alUThl HHPOpPMAIUHN IpU
KOMITPOMETALMHU YaCTH KIIFOUEBOW CHCTEMBI;
CBOEBPEMEHHOE BBISIBICHME HMCTOYHHUKOB yrpo3 OezomacHoctu II/IH, mpuuuH u
YCJIOBHM, CIOCOOCTBYIOIIMX HaHECeHHIO yiiepba cyobexktam I[I/IH, co3manue
MEeXaHHU3Ma OIEepaTUBHOIO pearupoBaHus Ha yrposbl Oe3omacHoctH IIJ[H u
HEraTUBHBIE TEHICHLNN;
CO3JaHWE YCJIOBHM JUIsi MUHMMM3alMKA M JIOKaJIW3allMd HAHOCUMOTro yulepOa
HEMPaBOMEPHBIMU JCHCTBUAMHU (PU3NYECKUX U IOPUAMYECKUX JUIL, OciadiieHue
HEraTUBHOTO BIIMSHUS W JUKBUAAIMS TOCJIEACTBUI HapylleHHUs Oe30MacHOCTU
I1/8;
000pyI0OBaHUE U OXpaHa MOMELIEHUH, TJIe XPaHSITCS MepCOHATbHBIEC JaHHBIE,
COOJIIOJIEHNE TMOpSAJKAa XPAaHEHUS TMEPCOHAIBHBIX JAaHHBIX Ha OyMaKHBIX
HOCHUTEJSIX;

15



Tlonooicenue 06 obpabomke u 3auume NEPCOHATLHBIX OAHHBIX 8 0OUecmae ¢ 02PaAHUYEeHHOU
omeemcmeennocmvio « Hoeopoccutickuii 3epnogot mepmunany om 01.12.2022

coOJII0ICHUE MOpsJIKa XpaHEHHUs KII0Yel OT momenieHui, rae xpauarcs [1JlH Ha
OYMa)KHBIX HOCUTEISX;

coOro/IeHre TopsiaKa paboThl WCIOJHUTENEH C TMEePCOHAIBHBIMUA JIaHHBIMU Ha
OyMa)KHBIX HOCUTEIISIX HH(POPMAIIUH.
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3 O0BEeKTHI 3aIIUTHI
Ilepeyenb HHPOPMANIMOHHBIX CHCTEM

B 00O «H3T» mnpousBomutcs 00paboTka MEpPCOHATIBHBIX JaHHBIX B
uHbOpMaIMOHHOH cucTeMe 00paboTku nepcoHanbHbIX JaHHbIX (MCIT/IH).

ITepeuens UCII/IH onpenensercs B mpouecce padboTbl KOMUCCHHU, IO UTOTaM
pabot KoTopoi cocTasisieTcs akT kinaccupuxanuu UCITH.

Ilepeyenb 00bEKTOB 3aLIUTHI

OOBekTamu 3alIUThI SBISIOTCA — HHpopMarlus, oopadbateiBacmas B UCII/IH,
U TEXHUYECKHE CpefcTBa €€ 00padoTku U 3ammuThl. CHUCOK MEepPCOHATBHBIX
JIAHHBIX, TOJyICKAIMe 3amuTe, onpesaeiaeH B [lepeuHe mepcoHaIbHBIX JaHHBIX,
nojiexamux 3ammre B UCITJIH.

OOBEKTHI 3alUTHI BKJIFOYAIOT:

Oo6pabateiBaeMas HH(pOpMaITHSL.

TexHomornyeckast HHGOpPMAIIHSL.

[IporpamMmMHO-TEXHUYECKUE CPEACTBA OOPAOOTKH.

Cpenctsa 3amutsl [1/1H.

Kanaine! nHpopMaimioHHOro 0OMeHa U TeICKOMMYHUKAIIUH.

OOBEKTHI U MOMENIEHUS, B KOTOPBIX pa3Melienbl kommoHeHTsl UCITIH.
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4 Kaaccudpukanusa noanzoBareneidr UCII/In

[Tons3oBatenem  WUCII[IH  sBasgercs  auuo, Y4acCTBYIOILIEE B
GYyHKIMOHUPOBAaHUN WHOOPMAITMOHHOW CHCTEMBI IMEPCOHANBHBIX JTAHHBIX WM
UCIIOJIB3YIOIee pe3ynbTarthl ee (pyHkiumonupoBanus. [lomszoBatenem MCII/IH
apisietcs 000 corpyaauk OO0 «H3T», umerommit noctyn k MCIIIH u ee
pecypcaM B COOTBETCTBHM C YCTAHOBJIEHHBIM IOPSJIKOM, B COOTBETCTBHUU C €rO
GyHKIMOHATBHBIMU 00S3aHHOCTSMH.

[TonwpzoBatenu UCIT/IH nensTcs Ha TpU OCHOBHBIE KATETOPHUU:

AoOmunucmpamop(vl) unpopmayuonnou 6ezonacnocmu - corpynauku OOO
«H3T», xoTOphle 3aHMMAIOTCS HACTPOMKOW, BHEIPEHUEM U COIMPOBOXKICHUEM
cucreM OezomacHoctd. Aamunuctparop Wb oOnamaer ciemyrommm ypoBHEM
JOCTyIa:

o0nagaeT MOJHOM HMHPOpPMALMEN O CUCTEMHOM M MPHUKIATHOM MPOrpaMMHOM
obecneuennu UCII/IH;

oOnagaeT MoJHOM MH(OpMaUed O TEXHUYECKUX CPEACTBAaX M KOH(Urypauuu
NCIIn;

UMeeT JOCTYNl KO BCEM TEXHHMYECKUM CpelicTBaM o0paboTKu HHPOpMAlUU U
nanabiM MCITH;

YaCTUYHO 00JIajlaeT MpaBaMU KOHPUTYPUPOBAHMS W  aJIMUHUCTPATUBHOU
HacTpouiku TexHuyeckux cpeacts UCIIJIH.

Aomunucmpamop(vt) UHPOPpMaAUUOHHBIX CUCHEM NEPCOHATLHBIX OAHHBIX
(UCIL/In) - cotpymunku OO0 «H3T», koTOpble 3aHUMAIOTCS COMPOBOXKICHUEM
MPOTPaMMHOTO 00€CTICUEHUSI.

Anmunuctpatop UCIIJIH o61agaeT cienyommuM ypoBHEM JOCTYIIA:

oOnamaer uHPopManuen 006 aropuTMax M MporpamMmax oopaboTKu MHpOpMauu
Ha UCII/IH;
o0jiajlaeT  BO3MOXKHOCTSIMA ~ BHECEHMsI  OIIMOOK,  HEIEKIapHUpPOBAHHBIX
BO3MOXKHOCTEH, TMPOTrpaMMHBIX  3aKJaJ0K, BPEJOHOCHBIX MporpaMM B
nporpammuoe obOecrieuenue MCII[In Ha craguu ee pa3pabOTKW, BHEIPEHUS U
COTIPOBOK/ICHHUS;
MOJKET pacrioyiarath Jo0sMu ¢hparmeHTamu uHdopmaruu o ronosoruu UCIT/Ix n
TEXHUUYECKHUX cpeacTBax oOpadoTku u 3anuthl [1J1H, o6pabaTeiBaembix B UCII/IH;
oOnagaeT mpaBaMHU KOHPUTYPUPOBAHMS U ATMUHUCTPATUBHON HACTPOUKHU
texHuueckux cpencts UCIIH.

Omneparop UCII/H - cotpyanuku noapaznenenuii OO0 «H3T» yuacTtByrommx B
nporecce skcryatanuu WMCII[H. Omneparop UCII[IH obGnamaeT cieayrouam
YPOBHEM JIOCTYTIA:

o0nagaer BCeMHU HEOOXOAMMBIMU  aTpuOyTamu  (Hampumep, MapoJieMm),
00€eCeynBaOIIUMHU JIOCTYT K HEKOTOpOoMy noAaMHoxkecTBy [1/1H;

pacnosiaraeT KoH(UIEHIMATbHBIMU TaHHBIMHU, K KOTOPHIM UMEET JOCTYII.
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5 OcHOBHBbIE IPUHIMIIBI MOCTPOEHUS CHCTEMbI KOMILIEKCHOI
3alUThl HH(OPMALUT
[Toctpoenue cucremnl obecneuenust O6e3omacHoctu [1/In UCITJn OOO
«H3T» u ee QPyHKIIMOHMPOBAHUE NTOJDKHBI OCYIIECTBISATHCS B COOTBETCTBHUU CO
CJICTYIOITUMH OCHOBHBIMH ITPUHITATIAMH:
- 3aKOHHOCTb,
- CUCTEMHOCTb;
- KOMILJICKCHOCTb;
- HETIPEPBIBHOCTb;
- CBOCBPEMCHHOCTB;
- PEEMCTBEHHOCTh U HEMTPEPHIBHOCTH COBEPIIICHCTBOBAHUS;
- IEpCOHATbHAS] OTBETCTBEHHOCTH;
- MUHMMU3ALHS TOTHOMOYHI;
- B3aUMOJICHCTBHE U COTPYTHHYECTBO;
- THOKOCTh CUCTEMBI 3aIlHTHI,
- OTKPBITOCTH aJITOPUTMOB M MEXaHU3MOB 3aIIUTHI,
- MPOCTOTA MTPUMEHEHUS CPEICTB 3aIUTHI;
- Hay4Hasi 000CHOBAHHOCTh M TEXHUYECKas Peain3yeMOCTh;
- cTieIMaau3ays u mpodeCcCUOHAIIN3M;
- 0053aTEILHOCTH KOHTPOJIS.

3aKoHHOCTB

[Ipenmonaraer OCYIIECTBIEHUE 3alllUTHBIX MEPONPUATUH U pa3pabOTKy
C3I1Jn OO0 «H3T» B COOTBETCTBHM C JEUCTBYIOIIMM 3aKOHOJIATEILCTBOM B
obnactu 3amuthl IIJIH W Jpyrux HOPMATHUBHBIX AaKTOB MO O€30MaCHOCTH
uH(pOpMaIUK, YTBEPKIACHHBIX OpraHaMu I'OCyJAapCTBEHHON BJIACTH M YIIPaBJICHUS
B MIpe/iesiax X KOMIIETCHIIHMH.

[Tonw3oBaTenu u obcmyxkupatomuii nepconan I[IJ[n UCITIan OO0 «H3T»
JOJKHBI OBITh OCBEIOMJIEHBI O MOPSAKE PabOThI ¢ 3alIUIaeMoll HHpopMaLrel u
00 OTBETCTBEHHOCTH 32 HapylleHue nopsiaka 3amuTsl [1/H.

CucreMHOCTH

Cucremnbii ogxon k mnoctpoenuto C3IIJIH OOO «H3T» mpeamonaraer
y4eT BCEX B3aUMOCBSI3aHHBIX, B3aUMOJCHCTBYIOIUX M HM3MCHSIOIIUXCS BO
BPEMCHHU DJJIEMCHTOB, YCIOBHH H (DaKTOPOB, CYIICCTBEHHO 3HAYUMBIX JIJIs
MOHMMAaHUSI U pemIeHus npooOsembl obecnedeHus Oe3zomacHoctu [1[n UCII/IH
00O «H3T».

[Ipu co3maHMM CHUCTEMBI 3aIlMTHl JODKHBI YUYHUTHIBATHCS BCE Cladble W
HaumOoJiee ysA3BUMBIC MecTa cucTeMmbl o0paboTkm IIJ[H, a Tarkke Xapaktep,
BO3MOYKHBIC OOBEKTHI M HAIIPaBJICHUS aTaK Ha CHCTEMY CO CTOPOHBI HapyIIUTEIICH
(ocobenHo BBICOKOKBAJTM (DUITMPOBAHHBIX 3JI0YMBIIIJICHHUKOB), My TH
POHUKHOBEHUs B pacmupenenennbie cuctembl 1 HCJl x mabopmaruu. Cucrema
3aIATHl JOJKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX HM3BECTHBIX KaHAJIOB
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nponukHoBenus: 1 HCJl x unopmaruu, HO U C y4eTOM BO3MOXKHOCTH TMOSIBICHUSA
NPUHIMINATBHO HOBBIX ITyTEH pean3aly yrpo3 0€30MacHOCTH.

KommiekcHocTs

KommiekcHOe HMCHOJIb30BaHHE METOAOB M CPEACTB 3alUTHI MPEAINOJIAracT
COTJIACOBAHHOE MTPUMEHEHUE PAa3HOPOJHBIX CPEACTB MPH MOCTPOCHUU ILEIOCTHOU
CUCTEMBI 3aIllUThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE (3HAUYUMBbIC) KaHAJbI
peanu3aluyd yrpo3 M HE cojepxkanieil ciaOblXx MECT Ha CThIKaX OTACJIbHBIX €€
KOMIIOHEHTOB.

3ammTa IOJKHA CTPOUTHCS SIIEIOHUPOBAHO. ISl KaXKI0T0 KaHalna yTeUKH
uHpopMaluu W IS KaXIOHW yrpo3bl 0€30MacHOCTH JOJDKHO CYHIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOexken. Co3qaHne 3alUTHBIX pyOeKel OCYyIIeCTBISETCS C
Y4ETOM TOTO, YTOOBI ISl UX MPEOAOJICHUS] MOTEHIMATBLHOMY 3JI0YMBIIUICHHUKY
TpeOOBAIMCh MPOPECCUOHANbHBIE HABBIKM B HECKOJIBKUX HEB3aMMOCBSI3aHHBIX
00JacTsX.

Buemnsis 3ammra JoJpKHA oOecreuuBaThes (DU3MYECKUMH CPEACTBAMU,
OpraHU3allMOHHBIMUA U MPABOBBIMU MepaMu. OJIHMM U3 HamboJiee YKPEIUICHHBIX
pyOexel nmpu3BaHbl OBITh CPEJICTBA KPUMNTOTPAPUIECKOM 3alTUTHI, PEATU30BaHHBIC
c wucnois3oBanuem TexHosorun VPN. [lpukiagHoil ypoBeHb  3allIUTHI,
YUYUTHIBAIOIIMK OCOOCHHOCTH MPEIMETHON 00JacTH, MPEJCTaBISET BHYTPEHHUU
pyOex 3aluTHI.

HenpepsiBHOCTD 3amuThl 1110

3ammra [I/lH — HE pa30BOoe€ MEPONPHUITHE U HE IMPOCTasi COBOKYIHOCTH
MPOBEJAEHHBIX MEPOIPUATUN U YCTAHOBIICHHBIX CPEJICTB 3alUThI, & HEMPEPHIBHBIN
LIEJICHAIIPABJICHHBIM POLECC, NPEANOJATAOIMIMNN TPUHITHE COOTBETCTBYIOIINX
Mep Ha Bcex atanax xu3HeHHoro uukia MCITIH.

NCIIIH nomxHbI HAXOOUTHCS B 3AIIMIICHHOM COCTOSIHUM HA MPOTSKECHUU
BCET0 BpeMEHU HX (YyHKIIMOHUPOBAHHUA. B COOTBETCTBUM C ATUM MPUHIIUIIOM
JOJDKHBI NPUHUMATBCS Mepbl Mo HemonymeHuto nepexoxa MCIIH B
HE3aLIUIIEHHOE COCTOSHUE.

BonbmmHCTBY (QU3MYECKHMX U TEXHHYECKUX CPEACTB 3aIUThl IS
3G ()EKTUBHOTO  BBIMOJHEHUS CBOMX (YHKIMM HeoOXoAuMma  IOCTOSTHHAs
TEXHUYECKas u OpraHHU3allMOHHAS (anMUHHUCTpaTUBHAS ) NoAAepIKKa
(cBoeBpeMEeHHasi CMEHAa U OOECICUYCHHE IMPABUILHOTO XPAaHEHUS U TPUMEHEHUS
UMEH, MapoJied, KIrodeil mudpoBaHus, NEepeonpeeieHne MOJIHOMOYUA U T.I1.).
[lepeppiBBI B paboTe CpeACTB 3alUThl MOTYT OBITh  HCIOJB30BaHbBI
3JIOYMBIIIJICHHUKAMU I aHAJIn3a MPUMEHSEMbIX METOJOB M CPEJACTB 3allUTHI,
JUIS BHEAPEHUS CIIEUNUAIIBHBIX IPOIPAMMHBIX U alllapaTHBIX "'3aKIafoK" U IPYyTrux
CPEACTB  IPEOAOJEHHUSI CUCTEMBl  3alllUThl  IOCIE€  BOCCTAHOBJIICHUS €€
(GyHKIMOHUPOBAHMUS.

CBOEBpEeMEHHOCTH
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[Ipenmonaraer ymnpexaarolmil xapakrep Mep oOecriedeHns 0e30MacHOCTU
[1/IH, TO ecTh MOCTAaHOBKY 3aj1au 1o komiuiekcHoi 3amure UCII/IH u peanuzaiuio
mep obecrieuenust 6e3omacHocT [1/1H Ha pannux cragusx paspadorku VUCIIIH B
IIEJIOM U €€ CUCTEMBI 3aIUThI MH()OPMAIUH, B 9aCTHOCTH.

Pa3paboTka cucTeMBbl 3aIUTHI TOJKHA BECTHCH MapaJIEIbHO C pa3paboTKOM
U Pa3BUTHEM CAMOW 3alIMIIAeMON CHUCTEMBbI. JTO MO3BOJIUT y4e€CTh TPEOOBaHUS
0€30IMacHOCTH TIPHU MPOSKTUPOBAHUN apXUTEKTYphI U, B KOHEYHOM CYETe, CO3/IaTh
oonee s(ddexkTuBHBIC (KaK MO 3arpaTaM pecypcoB, TaK M II0 CTONKOCTH)
3alUIIEHHBIC CHCTEMBI.

IIpeeMcTBEHHOCTDH M COBEPLIEHCTBOBAHME
[IpeamnonararoT MOCTOSIHHOE COBEPIIEHCTBOBAHUE MEP M CPEICTB 3aIUTHI
nH(OpPMAITMU Ha OCHOBE IMPEEMCTBEHHOCTH OPTAaHM3AIMOHHBIX W TEXHUYECKHX
pelieHuid, KaapoBOro cocrtaBa, aHanu3a QyHkuuonupoBanus WCII[H u ee
CHUCTEMBI 3allUThl C YYETOM HM3MEHEHHWH B METOJaX M CpPEICTBaX IepexBaTa
uHopMaIMy, HOPMATHUBHBIX  TpeOOBaHWUH TO  3alIUTE, JOCTHUTHYTOTO
OTEUYECTBEHHOI'O U 3apyOEKHOTO0 OIbITA B 3TOM 00JIACTH.

IlepcoHanbHAsA OTBETCTBEHHOCTD
[Ipenmomnaraer  BO3JIOKEHUWE  OTBETCTBEHHOCTH  3a  o0ecredyeHue
oesonacHoctu [I/IlH m cuctembl ux 0O0paOOTKM Ha KaXJOro COTPYJHHUKA B
npeaenax ero NoJIHOMOYui. B COOTBETCTBUU € 3TUM HNPUHIUIIOM pacrpeieicHue
npaB U 00sS3aHHOCTEW COTPYAHUKOB CTPOUTCS TaKUM oOpa3oM, 4TOOBI B Cilydae
J1000T0 HApyIIEHHUs KPYyr BUHOBHUKOB OBUI YE€TKO HM3BECTEH WJIM CBEIECH K
MUHUMYMY.

IpuHIUI MUHMMHA3ALMA TOJTHOMOYUI
O3HauvaeT MpeaoCTaBICHNUE MOJIb30BATEIAM MUHUMAJIBHBIX TIPaB JOCTYyIa B
COOTBETCTBHUH C IPOU3BOJICTBEHHOW HEOOXOAMMOCTBIO, HA OCHOBE MPHUHIIMIIA «BCE,
YTO HE Pa3pEeUICHO, 3alPEICHO.
Hoctyn k IIJIH momkeH MpeaocTaBiiaThCsl TOIBKO B TOM Cliydae U o0beme,
€CIM  3TO HEOOXOJUMO COTPYIHUKY JUISI BBIMOJHEHUS €ro JOJDKHOCTHBIX
00s13aHHOCTEH.

B3aumoaencTBue U COTPYAHUYECTBO

[Ipenmonaraer co3gaHue ONArONPUATHOM aTMocdephl B KOJUICKTHBAX
noApaszaeneHuit, oodecneunBaromux gesrenbHocth UCII[Ia OO0 «H3T», nus
CHIDKEHUSI BEPOSTHOCTH BO3HMKHOBEHHS HETATUBHBIX JCHCTBUM CBSI3aHHBIX C
YeJIOBEYECKUM (PaKTOPOM.

B Takoii 00CTaHOBKE COTPYJHUKH JOJDKHBI OCO3HAHHO COOJIOJATh
YCTAHOBJICHHbIC TIpaBWjia M  OKa3blBaTh  COJICUCTBHE B  JEATEIBHOCTH
noApa3eeHU TEXHUUECKOM 3aluThl TH()OPMAIIUH.
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I'moxocth cucrembl 3amuThl I {H

[IpuHsATEIE MeEphl W YCTAHOBJIEHHBIE CpPEICTBA 3allUThl, OCOOCHHO B
HavyaJbHbIN MEPUOJ] UX DKCIUTyaTallMu, MOTYT 00€CIIeUnBaTh KaK YpE3MEPHBIN, TaK
M HEIOCTAaTOYHBIM ypoBeHb 3ammThl. Jlns obOecneyeHuss BO3MOKHOCTHU
BapbUPOBAHUS YPOBHEM 3alllMIEHHOCTH, CPEJCTBAa 3aIllUTHl JIOJDKHBI 00Ja71aTh
onpeieIeHHOW THOKOCThI0. OCOOCHHO BaKHBIM 3TO CBOMCTBO SIBJISETCS B TEX
CIydasx, KOIJla YCTAHOBKY CpEJCTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTaromyo  CHCTeMy, HE  Hapylias  Iporecca €€  HOPMaJIbHOTO
(G YHKITMOHUPOBAHUS.

OTKpBITOCTH AJITOPUTMOB U MEXaHU3MOB 3alIIUThI
CyTb IpUHITUTIA OTKPBITOCTH AJITOPUTMOB I MEXaHU3MOB 3aIIUTHI COCTOUT B
TOM, 9YTO 3allliTa HE JOJDKHA OOECIIeUMBATHCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOW OpTaHW3alldd W QJITOPUTMOB (PYHKIIMOHUPOBAHHUS €€ TIOJCHUCTEM.
3HaHWE AITOPUTMOB Pa0OTHl CHCTEMBI 3aIUTHl HE OJDKHO JaBaTh BO3MOKHOCTH
ee npeogoJieHus (Haxke aBropam). OgHaKo, 3TO HE O3HA4YaeT, YTO MHPopMaIUs O
KOHKPETHOM CHUCTEME 3alUThI I0JKHA OBITH OOIIETOCTYITHA.

IIpocToTa NpUMeHEeHUs1 CPeACTB 3AUTHI

MexaHu3Mbl 3alUTHl JOJIKHBI OBITh WHTYUTHUBHO TOHSTHBI U TMPOCTHI B
ucnojp30BaHuu. lIpuMeHeHne cpencTB 3alMThl HE JODKHO OBITH CBSI3aHO CO
3HAaHWEM CHEIHUAIbHBIX $3bIKOB WJIM C BBIIIOJHEHUEM JAECUCTBUN, TPeOYyHOMIUX
3HAYUTENIbHBIX  JIONOJHUTENbHBIX  TpyAo3arpaT MNpud  OOBIYHONM  pabote
3apEruCTPUPOBAHHBIX YCTAHOBIICHHBIM IOPSAKOM IIOJIb30BaTENICl, a TaKXKe He
JOJKHO TPeOOBATH OT IMOJIb30BATENS BBIOJIHEHUS! PYyTUHHBIX MAJIOMOHSATHBIX €MY
onepariuii (BBOJ HECKOJIBKUX MapoJie U UMEH U T.J.).

JloKHA JTOCTUTaThCsl AaBTOMATM3AlMsl MAKCHUMAJIBHOTO YHWcia JEWCTBHUM
nonb3oBarenet u agmunauctparopos UCIIH.

Hay4Hasi 000CHOBAHHOCTDH M TEXHUYECKAsl PeajIu3yeMOCTh

NHupopmaninoHHble TEXHOJIOTUH, TEXHUYECKHUE W TMPOTrPAMMHBIE CPENICTBA,
CpeACTBA M MeEphl 3allluThl HH(OpPMALMKU JOJDKHBI OBITh peaIn30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAyKU U TEXHUKH, HAYYHO OOOCHOBAHBI C TOUKHU
3peHUs] JOCTHXKEHHUS 3a/laHHOTO YPOBHs 0€30MacHOCTH MH(GOPMAaLUU U JOJKHBI
COOTBETCTBOBATh YCTAaHOBJIEHHBIM HOpPMaM M TpeOOBaHMSIM MO O€30IacHOCTH
IT/1H.

C3I1dx nomkHa ObITh OPUEHTUPOBAHA HA PEIICHUS, BOBMOXKHBIE PUCKU J1JISI
KOTOPBIX M MEPbhl NPOTUBOJECUCTBHS HSTUM PpHUCKaM MPOLUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTHUUECKYIO IMPOBEPKY.

Cnenuaaun3anus 1 npoeccuoHaIN3M
[Ipeanonaraer npuBiedeHUE K pa3pabOTKe CPEACTB U peallu3aluud Mep
3amUThl  WH(OpPMAaNMK  CIENMAIM3UPOBAHHBIX  OpraHu3anuii, Hambosee
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MOJITOTOBJICHHBIX K KOHKPETHOMY BHJIYy JEATEIBHOCTH TIO0 00ECTICUeHUIO0
6e3omacHoctu [1/lH, UMEIOIINX OMBIT MPAKTUYECKON pabOTHl M TOCYAAPCTBEHHYIO
JUIEH3WI0 Ha TPaBO OKa3aHWs yCIyr B J3TOM oOmacth. Peanmsanus
aIMUHUCTPATHUBHBIX ~MEp M  OKCIULyaTalus CpEJICTB  3allUThl  JOJDKHA
OCYUIIECTBIATHCA MPO(PECcCHOHANBHO MNOArOTOBIEHHBIMH crienranuctamu OO0
«H3T».

00513aTeILHOCTH KOHTPOJIA

[Ipeanonaraer 0053aT€TLHOCTh U CBOEBPEMEHHOCTH  BBISIBJICHUS U
MPECEUYCHUs] TOMBITOK HAPYIIEHUS YCTAHOBJEHHBIX MpaBuUil oOecreueHus
oe3onacHoctu [IJ[H Ha OCHOBE WCHOJB3YEMBIX CHUCTEM U CPEICTB 3alllUThI
uHOpMaIMU TpPU  COBEPIICHCTBOBAHUM KPUTEPUEB U METOAOB OICHKHU
3¢ (HEKTUBHOCTH 3TUX CUCTEM U CPECTB.

KoHTposib 3a JesATenbHOCTBIO JIO0OTO MOJIb30BATENS, KaXKIOr0 CpeacTBa
3alUTHl U B OTHOLIEHUU JIFOOOT0 OOBEKTA 3alUTHI JOJKEH OCYIIECTBISATHCA Ha
OCHOBE NMPUMEHEHHSI CPEJCTB ONEPATUBHOTO KOHTPOJS U PETUCTPALUU U JOJDKEH
OXBAaThIBaTh KaK HECAHKI[MOHHPOBAHHBIE, TAK W CAHKUMOHUPOBAHHBIC JECUCTBUS
ITOJIb30BATEIICH.
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6 Mepbl, MeTOAbI U CPeACTBA 00ecneyeHusi TpedyeMoro ypoBHs
3al[UIIEHHOCTH

OOGecnieueHnne TpeOyeMOro ypoBHS 3alIUIIIECHHOCTH JIOJDKHOCTH JOCTUTAThCs
C HCIONb30BAaHHEM MeEp, METOJOB M CpeAcTB Oe3omacHOCTU. Bce wmepbl
obecneuenus 6e3omacuoctr UCII/IH moapa3aensroTcs Ha:
- 3aKOHOJATENbHBIC (TIPABOBKIC);
- MOPAJTbHO-ITHYECKHE;
- OpraHu3alMOHHbIE (3 IMUHUCTPATUBHBIC);
- ¢puszuIeckue;
- TEXHHYECKHUE (ammmapaTHbIe U POTPaMMHBIE).

3akoHoaaTe/IbHbIE (IPABOBbIE) MePbI 3AIIIUTHI

K mpaBoBbIM MepaM 3alllUThl OTHOCSITCSA JEHCTBYIOIIME B CTpPaHE 3aKOHBI,
yKa3bl U HOPMATUBHBIE aKThl, pErilaMEHTUpPYIOIIMe MpaBuia odpamenus ¢ 111,
3aKpeIUIAIONINe paBa U 00513aHHOCTH YYaCTHUKOB MH()POPMAIIMOHHBIX OTHOLLIEHUN
B Ipouecce ee O00pabOTKM M HCIHOJNb30BAaHUA, a TaKXKe YCTaHaBIMBAIOILIWE
OTBETCTBEHHOCTh 3a HApYILICHUS OTUX TMPaBWJ, MPEMSITCTBYS TEM CaMbIM
HENpaBOMEpPHOMY ucnojib3oBaHuto IIJ[H u  sBiIsAOIIMECS  CAEPKUBAIOIINUM
(akTOpOoM 17151 HOTEHIIUAIBHBIX HApYIIUTENEH.

[IpaBoBble ~ Mephl  3alIMTBl HOCSAT B  OCHOBHOM  YIPEXAAIOIINH,
npo(UIAKTUYECKHUI XapaKTep U TPeOYIOT MOCTOSHHON pa3bsiCHUTENBHOM paboThI €
M0JIb30BATEISIMU U 00CTYKUBAIOLUM TIEPCOHAIOM CUCTEMBI.

MopaJibHO-3THYECKHE MePBhI 3alLIUThI

K MopasibHO-3THYECKMM MepaM OTHOCATCS HOPMBI TOBEIEHUS, KOTOPBIE
TPAJULIOHHO CJIOKWJIVMCh WK CKJIAIBIBAIOTCA 10 Mepe pacnpocTpaneHuss OBM B
CTpaHe WM OOlmEecTBe. OTH HOPMBI OOJBIIEH YacTblO HE SBISIOTCSA
00s3aTENbHBIMHA, KAaK 3aKOHOJATENbHO YTBEP)KICHHbIE HOPMATHUBHBIE aKTHI,
OJIHAKO, UX HEeCOOJI0JIeHHE BeAEeT OObIYHO K MaJCHHIO0 aBTOPHUTETA, MPECTHkKa
YeJIOBeKa, TPYNIbl JUI WK OpraHu3alui. MopainbHO-3THUYECKHE HOPMBbI ObIBAIOT
KaK HemucaHble (HampuMmep, OOlIenpru3HaHHble HOPMbl UECTHOCTH, aTPUOTU3MA U
T.II.), TaK U TIMCaHbIE, TO €CThb O(POpPMIICHHBIE B HEKOTOPHINA CBOJ (YCTaB) MpaBUII
WJIY TIPEANUCAaHNUM.

MopanbHO-3THYECKHE MEPhI 3alIUThl SBISIOTCS MPOPIIAKTUYCCKUMU U
TpeOyIOT MOCTOSIHHOM pabOThl MO CO3/IaHUIO 3I0POBOTO MOPAJIBHOTO KJIMMAaTa B
KOJUIEKTUBAx MoJApa3ieleHnid. MopaJlbHO-3TUYECKUE MEphl 3aIlUThl CHUXKAIOT
BEPOSITHOCTh BO3HUKHOBEHUS] HETaTHUBHBIX JEHCTBUN CBSI3aHHBIX C YEJIOBEYECKUM

dhakTopoM.
OpranuzanmoHHblie (AAMUHUCTPATHBHBbIE) MEPbI 3aIIUTHI
OpranuzaioHHbie (aJMUHHCTPATUBHBIE) MEpPHlI 3alUTBl - 3TO MEPHI
OpraHM3alMOHHOTO Xapakrepa, pErIaMEHTHUPYIOIIIHE IIPOLIECCHI

¢dbynkunonupoanuss UCIIIn, ucnons3oBanue pecypcoB MCII/IH, neqaTrenbHOCTh
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0OCITyKHBAIOIIETO MEepPCOHaNa, a TAKKe MOPSAOK B3aUMOJICHCTBHS MOJIb30BATENCH
c UCIIIn Takum oO6pa3om, 4TOObI B HauWOOJNBIIEH CTENEHH 3aTPyIHUTH HIU
VCKIIFOUYUTHh BO3MOKHOCTh pPEaM3aliu yrpo3 O€30MaCHOCTH WM CHU3UTH pa3Mep
IIOTEPH B CIIy4Yae UX peaanu3aluu.

['maBHas uenp aIMUHHUCTPATUBHBIX Mep — chopmupoBath [loauTuky
uHpopmarmonHor OezomacHoctu [IJ[H (oTpakarouryro MNOAXOAbI K 3alllUTe
uH(popMaIuu) U 00eCICUUTh €€ BBITIOJHEHHE, BB HEOOX0AUMbIE PECYPCHI U
KOHTPOJUPYS COCTOSIHHUE JIEIL.

Peanmmzanus [Moautuku undpopmanmonnon 6e3onacHoctu [1In B UCIT/IH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS U OPTraHU3AIIMOHHBIX (TPOIEAYPHBIX)
Mep 3alUThl HHPOpMAIUK.

K aaMUHUCTpAaTHBHOMY YypOBHIO OTHOCATCS pELIEHUS pPYKOBOJCTBA,
3arparuBaromue aestenbHocTh UCII/IH B nemoM. OTu pemieHus 3aKperuisitoTes B
[Tonmutuke wHboOpMaMoHHOW Oe3omacHOCTU. [IpumMepoM Takux pemeHuid MOTyT
OBITh:

- TpUHATHE pemeHuss o (OPMHPOBAHWM WIM MEPECMOTPE KOMIUIEKCHOM
nporpamMmsel obecneuenus: 6ezonacHocTH I1J[H, onpeneneHne OTBETCTBEHHBIX 3a €€
peanu3anuio;

- (QopmynupoBaHuE ILeNei, IOCTAaHOBKA 3ajad, ONIPEICIICHUE HalpaBJICHUN
NeSTeNIbHOCTH B 00s1acTH Oe3onacHocty 11)1H;

- TIPUHATUE pPEIIEHUH [0 BOIpPOCaM peau3allid MpOorpaMMbl O€30MacHOCTH,
KoTopble paccmaTpuBatoTcs Ha ypoHe OO0 «H3T» B 1ienom;

o0ecrnieueHrne HOpMaTUBHOM (IIPaBOBOI) 0a3bl BOIPOCOB OE30MACHOCTH U T.II.

[TonuTrka BEpXHETO YPOBHS JIOJDKHA YETKO OYEPTUTh chepy BIUSHUS U
OTpaHUYCHUsSI TIpU OMpejeeHun 1eneit oezonacHoctu I[1/1H, onpeaenuTs Kakumu
pecypcamu (MaTepualibHble, IEpPCOHAI) OHM OyIyT JAOCTUTHYTHI W HaWTH
pa3yMHBIIl KOMIIPOMHCC MEXJIy HpHEMIIEMbIM YpOBHEM O€30MacHOCTU U
¢dbynkunonaasHoCcThi0 UCTT/H.

Ha opranu3zalluOHHOM YpOBHE OIPEAENAIOTCS NPOUEAYypbl U IpaBuia
JOCTHKEHHUS 1ienield U pemienus 3aaa4 [loautuky nHpopManroHHoi 6e30macHOCTH
[1/I1. DTH npaBuiIa ONpenesstoT:

- KakoBa 00J1acTh MPUMEHEHHUs MOUTHKU O0e3onacHocTH [1/H;

- KaKOBbI POJM U 00A3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIME 32 MPOBEJIECHUE
noauTuku 6e3onacHoctu [1/1H, a Takke UX yCTaHOBUTh OTBETCTBEHHOCTD;

- KTO UMeeT Mpasa gocryna K [1/]H;

- KaKUMH ME€paMH M CpeJicTBaMu oOecrieunBaeTcs 3ammra [1/1H;

- KaKUMH MEpaMH M CpPEJCTBaMHM OOECIEUYMBAETCS KOHTPOJb 3a COONIOJECHUEM
BBEJICHHOT'O peX1Ma 0€30MacHOCTH.

OpraHu3aluoOHHbIE MEPBI JOJIKHBI:

- MpeaycMaTpuBaTh pPErIaMeHT MH(POPMALUOHHBIX OTHOILIEHUM, MCKIIOYAIOIINX
BO3MOYKHOCTh HECAHKLIIMOHUPOBAHHBIX JICUCTBUI B OTHOUIEHUU OOBEKTOB 3aIlUTHI;
- ONpEeNeNsATh KOAIWIHMOHHBIE W HMEPAPXUYECKUE MPUHLUIBI W  METOJbI
pasrpannuenus nocryna k [TJ1H;
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- ONpenensiTh MOPSAAOK pabOThl €  MPOrpaMMHO-MATEeMAaTUYECKUMHU U
TEXHUYECKUMHU (ammapaTHbIe) CPEJCTBAMH 3alIUTHl U KPUITO3AIIUTHI U APYTUX
3alUTHBIX MEXaHU3MOB;

- opranu3oBath Mepbl npotuBoxaeiictBusi HCJ/] monb3oBarenssMu Ha 3Tamax
ayTeHTU(PUKALUU, aBTOPU3ALMHU, HICHTU(DHUKAIMK, OOECHEeYUBAIOIMIUX TapaHTUU
peanu3aluy MpaB U OTBETCTBEHHOCTH CYObEKTOB HH(DOPMAIITMOHHBIX OTHOIICHHH.
OprasuzanoHHbIE MEPBI JOJKHBI COCTOSITh U3:

- persiamenTa nocrymna B nomenieHust MCII/H;

- TOpsiAKa JOIMYyCKa COTPYIHMKOB K ucnosb3oBaHuio pecypcoB MCIITn OOO
«H3T»;

- perjameHTa MpoIecCOB BeJeHUs1 0a3 JaHHBIX M OCYIIECTBICHUS MOAU(DUKAIIH
UH(GOPMAIIMOHHBIX PECYPCOB;

- periamMeHTa NpOLECCOB OOCITYXMBAaHUS M OCYLIECTBICHUS MOAU(DUKALMH
anmapaTHbIX U nporpamMHubIx pecypcoB UCII/IH;

- uHcrpykuud — monb3oBarened  MCIIAn  (agmunuctpatopa  MCII/H,
agMUHUCTpaTopa uHpopMaimonHout 6ezonacHoctu, oneparopa UCII/IH);

- UHCTPYKIMH MOJIH30BaTENs IPU BOBHUKHOBEHUH BHEIITATHBIX CUTYaIIUH;

- UHCTPYKIMH TIO pa3MENICHHIO, OOOPYIOBAaHUIO M OXpaHEe IOMEIICHUM, Te
XpaHATCA TMEpPCOHAJbHBIE JAaHHBIE, MO XPAHEHUIO MEPCOHABHBIX JAHHBIX Ha
OyMa)KHBIX HOCUTENSIX M TOPSAAKY pabOThl HCHOJHUTENEH C MEepCOHATbLHBIMU
JTAHHBIMHU Ha OyMa)KHBIX HOCUTEIIAX MH(GOPMAIIHH.

DusnyecKue Mepbl 3aUThI
@dusnyecKkne MeEphbl 3allUThl OCHOBAaHbl Ha MPUMEHEHUM Pa3HOTO poja
MEXAHUYECKUX, OJJIEKTPO- WA DBJICKTPOHHO-MEXAHUYECKUX YCTPOUCTB U
COOpPYKEHUM, CHeNUaIbHO MPEAHA3HAYCHHBIX JUISI CO3JaHUs  (PU3HMYECKUX
MPEISTCTBUMA HA BO3MOXHBIX MYTAX MPOHUKHOBEHUS W JOCTYyNa MOTEHIHATBHBIX
HapyIIUTENeH K KOMIIOHEHTaM CHUCTEMbl U 3alluiiacMoi mH(oOpMalmu, a Takxke
TEXHUUYECKUX CPEJICTB BHU3YAJIbHOTO HAOJIOACHUS, CBSI3M U  OXPaHHOU

CUTHAJIW3aLIH.
dusznyeckas 3amuyra 37aHUANA, TTOMCIICHHH, OOBEKTOB M  CPEACTB
nH(popMaTH3auK JIOJIKHA OCYIIECTBIISITHCS yTEM YCTaHOBJICHUS

COOTBETCTBYIOIIUX IOCTOB OXPAaHbI, C MOMOULIBIO TEXHUYECKUX CPEICTB OXPAHBI
WM JIOOBIMH JPYTUMHU CIIOCOO0aMH, MPEIOTBPANIAIONMMU WA CYIIECTBEHHO
3aTPYAHSAIOIIMMHA TPOHUKHOBEHUE B 3JaHHUE, NOMELICHUS IMOCTOPOHHMUX JIHII,
XUIIeHHEe WHOOPMAIMOHHBIX HOCUTENEH, caMuX CpeacTB HWH(opMaThu3ammm,
UCKIIIOYAIOMIMMH  HAXOXKJICHUE BHYTPU KOHTPOJUPYEMOH (OXpaHsIeMOI) 30HbI
TEXHUYECKUX CPEJICTB PA3BEKHU.

AnmnapatHo-nporpamMmMHublie cpeacrsa 3amuthl I1/1n
TexHuyeckue (amnmapaTHO-IPOTPAMMHBIE) MEphbl 3alllUTHl OCHOBAaHBI Ha
HCTIOJIb30BAHUM PA3JIMYHBIX JJIEKTPOHHBIX YCTPOWCTB U CIELUAIIBHBIX MPOTPaAMM,
Bxoasuux B coctaB MCIIJIH 1 BRIMOJHSIONIUX (CAMOCTOSITENILHO UJIU B KOMIUJIEKCE
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C IPYTUMU CpeACTBaMHU) (PYHKITMU 3alIUTHI (MACHTU(DUKAINIO U ay TCHTU(DUKAIHIO
N0JIb30BATENICH, pa3rpaHUUYEHUE JOCTyIla K pecypcaM, PErucTpaluio COOBITHH,
KpunTorpaduueckoe 3aKpriTie HHPOPMAIUH U T.1.).

C yuetoM Bcex TpeOOBaHUM U MPUHIUIIOB oOecreuenus 6e3onacHoctu [1/1xn
B MCII/IH mo BceM HaIpaBJICHUSM 3alIUTHl B COCTAB CUCTEMBI 3aLIUTHI JTOJKHBI
OBITh BKJIFOUEHBI CIICAYIONINE CPEICTBA:

- cpeacTBa ujaeHTUUKAIMK (OMTO3HABAHUS) M ayTeHTU(UKAIMK (TIOATBEPKIACHUS
noVIMHHOCTH ) noJib3oBateneit MCII/x;

- CpeAcTBa pas3rpaHWYECHHUs] JOCTyIla 3aperMCTPUPOBAHHBIX MOJIb30BATENECH
cucremsl K pecypcam UCITIn OO0 «H3Ty;

- cpeacTBa oOecreyeHUss M KOHTPOJIS LEJIOCTHOCTH MPOrPaMMHBIX H
UH(GOPMAIIMOHHBIX PECYPCOB;

- CPEACTBA ONEPATUBHOIO KOHTPOJISI U PETHCTPALUUA COOBITUI OE30IIaCHOCTH;

- Kpunrorpadguueckue cpencraa 3amurthl [1/1H.

YcnemHoe NPUMEHEHUE TEXHUYECKUX CPEACTB 3alllUThl HA OCHOBaHUU
NPUHIMNOB (pa3fen 5) Mpeanosjaraer, 4To BBINOJIHEHHE IMEPEUYHMCICHHBIX HUXKE
TpeOOBaHUI O0ECIEUEHO OPTraHU3alMOHHBIMU (aJIMUHUCTPATUBHBIMU) MEpPaMH U
UCIIOJIb3yeMbIMH (PU3NYECKUMH CPEJICTBAMU 3AIUTHI:

- obecrieueHa ¢guzndeckas MeocTHOCTh BceX komrmoHneHT MCIIT/IH;

- KaKJbIi coTpyauuk (nmonb3oBatenb UCIIJH) wian rpyrmmna nojib3oBaTeneil uMeeT
YHUKQJIBHOE CUCTEMHOE MMS M1 MUHUMAJIbHO HEOOXOJMMBIC ISl BBHITTOJHEHUS UM
CBOMX (YHKIIMOHAIBHBIX OOSI3aHHOCTEH TOJHOMOYHUS IO JOCTYIy K pecypcam
CUCTEMBI;

- B UCITIn OOO «H3T» pa3paboTka u OTjIaaKa MpoOrpaMM OCYIIECTBIISETCS 3a
npenenamu UCII/IH, Ha UCTIBITATENBHBIX CTEHIAX;

- BCE U3MEHEHHUs KOHPUTypaluu TeXHUuYecKkux u nporpammubsix cpencts UCIIIn
MPOU3BOJATCS  CTPOrO  YCTAHOBJIEHHBIM  TOPSIAKOM  (PETUCTPUPYIOTCS U
KOHTPOJIMPYIOTCSI) TOJBKO HAa OCHOBAaHUM pacnopsikeHuil pykoBoactBa OOO
«H3T»;

- cereBoe 00OpyJIoBaHUE (KOHIIEHTPATOPHI, KOMMYTATOPhI, MapIIpyTHU3aTOPbl U
T.Il.) pacrojlaraeTcsi B MeCTax, HEIOCTYMHBIX JJIi MOCTOPOHHUX (CIEIMAIbHBIX
MOMEIIEeHUIX, Kadax, u T.11.);

- crneunamctamu OO0 «H3T» ocyniecTBiseTcss HENPEPHIBHOE YIPABICHUE U
aIMUHUCTPATUBHAS TOJEPKKa GYHKIIMOHUPOBAHUS CPEJICTB 3AIUTHI.
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7 Kountpoas 3¢ppexruBrocTu C3I11H

Kontpons sddextuBHoctn  C3II[IH  1gomkeH  OCYIIECTBISETCS  Ha
nepuoanueckoi  ocHoBe. llenmpo  KoHTponss  A(DPEKTUBHOCTH  SABISAETCS
CBOCBPEMEHHOE  BBISIBICHHE HEHaJUIeKammx pexumoB  padotel  C3I1/n
(OTKIIIOUEHHE CPENCTB 3aIlMTHI, HapylIlIeHUE PEXKUMOB 3aIUTHI,
HECAaHKIIMOHUPOBAHHOE HM3MEHEHHE peXUMa 3allUThl M T.I.), a TaKXke
MPOTHO3UPOBAaHWE W TPEBEHTUBHOE pEAarupoOBAHUE HA HOBBIE  YIPO3bI
oe3omacHoctH [1/1H.

KoHTposib MOXET NpOBOAUTHCA KaK aIMUHUCTpATOpaMu O€30MacHOCTH
HUCII[Iln  (omepaTUBHBI  KOHTpPOJb B  Ipouecce  MHPOPMALHUOHHOTO
B3aumojiericteuss B MCII[IH), Tak ©W TpUBJICKAeMbIMH [JI1 JTOM LIEJH
KOMIIETEHTHBIMU ~ OpPraHu3alusiM{, HMEIOIIMMHU JIMUEH3HI0 Ha 3TOT  BHJ
nearenbHocTH, a Takke @PCTOK Poccmm u @Cb Poccum B mpepenax wux
KOMITETEHLIUH.

KOHTpOJIb MOXET OCYLIECTBIATHCA aIMUHUCTPATOPOM OE30MaCHOCTH KaK C
NOMOILbI0 IITaTHBIX CPEACTB cHUCTeMbl 3amuThbl I[I[J[H, Tak W C TOMOIIBIO
CHEeUaIbHBIX TPOrPAMMHBIX CPEJICTB KOHTPOJISL.

Onenka 3¢ dextuBHOCTH Mep 3amuThl [1/IH IpoBOANTCS ¢ UCHOIB30BAHUEM
TEXHUYECKUX M IPOTrPAMMHBIX CpEICTB KOHTPOJII HAa MPEIMET COOTBETCTBHUSA
YCTaHOBJICHHBIM TPEOOBaHUSIM.
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8 Cdepnl oTBeTcTBEeHHOCTH 32 Oe3omacHOCTh I1/IH

OTBETCTBEHHBIM 3a pPa3pabOTKy MEp U KOHTPOJIb Haja oOecredeHueM
0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX ABIsIeTCs pykoBoAcTBO OO0 «H3T».
PykoBoauTenb MOXET JeNerupoBaTh YacTh IMOJHOMOYUNA TO OOECHEeYEHUIO
0€30MacHOCTH MEPCOHANIBHBIX JIAHHBIX.

Cdepa  OTBETCTBEHHOCTHM  PYKOBOJUTENS  BKIIOYAET  CJICAYIOIINE
HarpaBieHus odecrieueHus: 6ezonacuoctu [1]1H:

- INTAHKPOBAHUE U peain3alus Mep mo oodecnedyenuto 6ezonacHoctu [1J1H;

- a”Hanu3 yrpo3 6e3omacHocTty [1/1H;

- pa3palboTKy, BHEIPEHHE, KOHTPOJIb UCIIOJHEHUS U MOJJEpKaHUe B aKTyalbHOM
COCTOSIHUM TOJIUTHK, PYKOBOJICTB, KOHIIENIUWA, NPOLEAYyp, PEIIaMEHTOB,
WHCTPYKIMI H JIPyTMX OPraHu3allMOHHBIX JOKYMEHTOB II0 OOECICUYCHUIO
0e301acHOCTH;

- o0yuenue u uHpopmupoBanue mnonwszoBateneit UCII/IH, o mopsimke paboOThHI ¢
[T/I1 u cpeacTBaMu 3aIUTHI;

- NOpPEIOTBpAIllCHHUE, BBISBIICHUE, PEardpoOBaHME M pacCiielOBaHUE HapyIICHUN
oe3onacuoctu [1J1H.

[Ipyr B3aMMOAEMCTBHM CO CTOPOHHUMH OpraHU3alMsAMHU B CIydasX, KOTJa
COTPYIHHMKAM ITHX OpraHU3alMil MPEJOCTABISIETCS JOCTYN K OOBEKTaM 3alllUThl
(paznmen 3), ¢ ATUMHU OpraHU3alUsIMU JOHKHO ObITh 3akioueHo «CorjaiieHue o
KoH(uneHnuanpHocTny, Jmbo  «CornameHue O  COOJIOJIGHUU — pexuMa
oe3onacHoctu [/l npu BeimonaHeHun padot B MCII/Ia». IToaroToBka THUIIOBBIX
BAPUAHTOB 3TUX corameHui ocymectsiserca ropuctamu OO0 «H3T».
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9 Moaenb HapymuTeas 6€30MacHOCTH

[Ton napymmrenem B OOO «H3T» noHumMaercs Jui0, KOTOPOE B Pe3yabTare
YMBINIJICHHBIX WM HEYMBIIUICHHBIX JTEUCTBUH MOXET HAHECTH YIIepO OObEeKTaM
3aIUTHI.

Bce napymmrenu nenarcst Ha ABE TPYIIIIbL:

- BHEUIHUE HAPYIIUTEIN — (PU3UYECKUE JTUIA, HE UMEIONINE TTpaBa MpeObIBaHUS Ha
TEPPUTOPUM KOHTPOJMPYEMOW 30HBL, B TpEAENax KOTOPOM pa3MelaeTcs
obopynoBanue UCII/IH, a Takxke xpansarcs [1J[H Ha OyMakKHBIX HOCUTETISX,

- BHYTPEHHUE HapYUIUTENU — (PU3NYECKHE JIUIIA, UMEIOLTUE MTPaBO MPeObIBAHMS Ha
TEPPUTOPUM KOHTPOJIMPYEMOW 30HBI, B IMpeAenax KOTOPOM pa3MeniaeTcs
obopynoBanue MCII/IH, a Takxe xpanstcs [1/]n Ha OyMakHBIX HOCUTEJISIX.
Knaccuduxanus HapymuTened mnpejacTtaBieHa B Mojenu yrpo3 0€30MacHOCTH
NEPCOHANIbHBIX JAHHBIX.
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10 Moaeinb yrpo3 6e30macHOCTH

Jns UCITa OO0 «H3T» BeLAEHSIOTCS CIEAYIONIME OCHOBHBIE KaTEropuu
yIpo3 0€300aCHOCTH MEPCOHATBHBIX JAHHBIX:
- YIPO3bI OT YTEUKHU IO TEXHUYECKUM KaHaJIaM;
- YIpO3bl HECAHKIIMOHUPOBAHHOTO I0CTYyNa K HH(GOpMAIIIH,
- Yrpo3bl YHUYTOXEHUS, XulleHus anmnapatHbix cpeacts MCIIIH Hocurenein
uHdopmaiuu nyrem guznyeckoro goctymna k anementam UCIIIH;
- YIpo3bl XHWILEHHUS, HECAHKIIMOHUPOBAHHON MOIu(UKAIMU WIH OJIOKUPOBAHUS
uHdopmaluu 3a cueT HecaHKiMoHupoBaHHoro goctyna (HC/]) ¢ npumeHeHneM
IPOrpaMMHO-AIIAPATHRIX U MPOTPAMMHBIX CPEACTB (B TOM 4YHCIIE POrpPaMMHO-
MaTEMaTHYECKHUX BO3ICHCTBHIA);
- yIpo3bl HE NPEAHAMEPEHHBIX JEWCTBUU TIOJIB30BATENIEW W HAPYLICHHUMN
oe3onacnoctu yukimonuponanus UCI/Iu u C3I1/H B ee coctaBe u3-3a cOOEB B
MpOrpaMMHOM OOECIIEUeHHH, a TakXe OT Yrpo3 HEaHTPOMOreHHoro (cOoeB
anmnapatypbl U3-3a HEHAJEXKHOCTH JJIEMEHTOB, COOEB JJEKTPONHUTAHUS) U
CTUXHUHOTO (yIapOB MOJIHUM, TOKAPOB, HABOJAHEHUH U T.I1.) XapakTepa,;
- YIPO3bl IPETHAMEPEHHBIX IEUCTBUN BHYTPEHHUX HAPYLIUTENEH;
- YIpO3bl HECAaHKIIMOHUPOBAHHOTO JIOCTYTA M0 KAaHAJIaM CBSI3U.

Omnucanue YI'po3, BEPOATHOCTb UX pCain3allii, OIIACHOCTb N dKTYaJIbHOCTb

npeacTaBiieHbl B «Mojaenn yrpo3 0€30IacHOCTH IePCOHAIBHBIX JIaHHBIX B
NCITIn».
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11  Mexanusm peanusanuu Iosnoxenus

Peanuzanus  IlonokeHust  JOJDKHA ~ OCYHIECTBJISITBCST HAa  OCHOBE
MEPCIEKTUBHBIX MPOrPaMM U IIJIAHOB, KOTOPHIE COCTABJISIOTCS HA OCHOBAHUU U BO
HCITOJIHCHHE:
- ¢denepadbHbIX 3aKOHOB B oOyactm oOecrnieueHuss HUHGOPMAIMOHHON
0€30MacCHOCTH U 3alIUThl HHGOPMAIIUH;
- mocranoByieHu [IpaBurenscTBa Poccurickonn denepanuu;
- PYKOBOZSIIUX, OPraHU3allMOHHO-PACHOPSAUTEIBHBIX W METOJAMYECKHUX
nokymentoB @CTIK Poccuu;
- notpebHocteit UCII/IH B cpencTBax obecneueHus 6e30macHOCTH HHGOPMAITUH.
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12 Ilopsaok padoThl ¢ NEPCOHATLHBIMH JAHHBIMH COTPYAHUKOB
Oo6s13anHOCTH padoToaaTeJis

B nemsx ucnonHeHus tpeboBaHMiA 3akoHOAATeNbCTBA PD mpu oOpaboTke
MEePCOHAIBHBIX JAHHBIX, Bce padoTHukH OOIIecTBa JOKHBI UCIOIHATH
YCTaHOBJICHHBIN TIOPSAJIOK PaOOTHI.

PabGoTta ¢ mepcoHanbHBIMU JaHHBIMM PAOOTHHKOB JOJKHA HE HapyIllaTh
TpeboBaHuii 3akoHojaTenbcTBAa P®d u  JIOKaNbHBIX HOPMATHUBHBIX AKTOB
OpraHu3alliy, U J0JKHA ObITh HETIOCPEACTBEHHO CBA3aHa C OCYIIECTBICHUEM UMU
CBOMX TPYJIOBBIX (PYHKITUH.

IIpu cOope u 06paboTKe MepCoOHATBHBIX JaHHBIX pabOTHHUKA pabOTOATEIb
JnomkeH pykoBoacTBoBaThbesi Koncturyumenn P®, TpynoBeiM koaekcom PD u
WHBIMU (eepaTbHBIMU 3aKOHAMH.

[lepconanbuble JaHHbIE PAOOTHHKA JOJDKHBI OBITh TMOJYYEHBI TOJBKO
HEIOCPEJICTBEHHO Y HEr0 MCKIIIOUMTENIBHO B LEJIAX COOIOICHUS 3aKOHOB U MHBIX
HOPMATUBHBIX TMPABOBBIX AKTOB, COJACHCTBUS KaHAUJAaTaM B TPYIOYCTPOMCTBE,
oOecrieueHus: TMYHOU Oe30macHOCTH PabOTHUKOB, O0Oy4YE€HUH U MPOABUKEHUU 10
CiIy0€e, KOHTPOJI KOJIMYECTBA U Ka4eCTBA BBINIOJIHIEMOU PaObOTHI.

PaGoTtonmaTens BmpaBe mMmojydaTh MEepCOHAJIbHBIE JaHHbIe PaboTHHKa OT
TPETHUX JIUI] TOJBKO MPU HATMYUU MMMUCbMEHHOTO coryiacusi PaboTHHKa WU B MHBIX
clly4asix, MpsSMO TMPEeAyCMOTPEHHBIX B 3akoHonarenscTtBe P®d. Pabortomarens
JOJDKEH cooO0muTh PabGoTHHKY O 1ensx, MpeanojaraéMblx HCTOYHUKAX U
croco0ax TOJNY4YEHHsS] TEPCOHANIBHBIX JAHHBIX, XapakTepe  MOJJIekKAIINX
MOJIYYCHUIO TIEPCOHAJBHBIX JaHHBIX (Hampumep, odopmieHue 3ampoca Ha
npexkHee MecTo paboThl PaboTHHKA B 1IEAX BBISICHEHUS €r0 MpodecCHOHATbHBIX
KauecTB; 3ampoca B ydeOHOE 3aBeeHHE O TMOJJIMHHOCTH JOKyMEHTa o0
oOpa3oBaHMU W T.M.) U TOCJIEACTBUSIX OTKa3za Pa0oTHUKa [OaTh MNHCHBMEHHOE
corjacue Ha UX MOJIyYeHHE.

B cnydae ecnu o0beM 3anparimBaeMbix OOIIECTBOM MEPCOHANBHBIX JTAHHBIX,
NpeBbIlIaeT OpuBeAeHHBIM B  TpymoBom  koxekce P®, naubo  uWHBIX
3aKOHOJATeNbHBIX akTax P® (mosydyeHue/BbIIIaTa aJIUMEHTOB, O(POPMIICHUE
COIIMAJIBHBIX BBIMIJIAT, JIOMYCKa K TOCYJAapCTBEHHOW TaiHe, OaHKOBCKHX Kapr,
JOOPOBOJIBHOTO CTPAaxXOBaHHUs, MPOIMYCKOB Ha PEKUMHBIE TEPPUTOPHUH U T.1.), TO
OOmecTBO Tepell HCMIOIB30BAHMEM OTHX JAHHBIX O0053aHO TMOJY4YUTh OT
PaGorauka Cormnacue Ha 00paOOTKy MEPCOHAIBHBIX JAHHBIX MO YCTAaHOBJICHHOU
dbopme.

OO6mecTBO HE BIIpaBe TpeOoBaTh OT PaboTHHKA npecTaBiIeHUs HHPOpMAIUu
O MOJUTUYECKUX U PEITUTHO3HBIX YOSKICHUSIX U O €r0 YaCTHOM JKU3HHU.

[Ipy U3MeHEHUN MEPCOHANIBHBIX JaHHBIX PaOOTHUK MUCHMEHHO yBEIOMIISET
PabGoTonaTens o Takux U3BMEHEHUSX B CPOK, He npeBbimaronuii 10 quei.

[Io w™mepe HeobOxomumoctn PabGoronmarens wucrtpebyer y PaboTHuka
JIOTIOJIHUTENIbHBIE CBeJieHUs. PaOOTHHUK TipeAcTaBiseT TpeOyemble CBEJCHUS U, B
cllydyae  HEOOXOJAMMOCTH,  TPEABSABIAECT  JOKYMEHTBI,  MOATBEPKIAIOIINE
JIOCTOBEPHOCTDH 3TUX CBEIICHUU.
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Amnkera PaGoTHHKa XpaHUTCS Ha OyMa)KHOM HOCHUTEJIE B €r0 JIMYHOM Jiene. B
JMYHOM JIeTie TaKXKe XPAHUTCA BCS MH(POPMAIHS, OTHOCSIIASACA K MEPCOHATBHBIM
na"HueIM PaboTHUKA:

® KOMIUIEKTBl JTOKYMEHTOB, COINPOBOXIAIOIIME Mpolecc odopmiieHus
TPYZOBBIX OTHOLIEHUH P pUeMe Ha paboTy, NEPEBOJIE, YBOJIbHEHUY;

e MaTepuaiabl O  AHKETUPOBAHHMIO,  TECTUPOBAHUIO,  IPOBEICHHUIO
co0eceJoBaHUI C KaHIUJATOM Ha JTOJKHOCTH;

® KOIUH MTPUKA30B (PacCIOpsLKEHMI) 110 Kaapam;

e CBEJCHMS O TPYA0BOit nesrenbHocTH PadoTHukoB (CT/I-P);

e jieJia, CoepKallue MaTepuaibl aTTectaunii PaGoTHUKOB.

Jlugnbie nena, a Takke nUYHBle Kaprouku (popma T-2) xpansrcs B
OyMa)XHOM BHJI€ OTIENbHO JpPyr OT Jpyra, B CIEUUAIBHO OTBEIECHHBIX
3aMMparoIIuXcs mkKadax, o0ecneunBaroUX 3alUTy OT HECAaHKIMOHHMPOBAHHOTO
JOCTYIIA.

TpynoBble KHMXKKM XpaHATCA OTIAEIBHO OT JIMYHBIX JIel B 3aKPBITOM
Hecropaemowm ceiide.

[lepconanbHble faHHble PAOOTHUKOB MOTYT TaK)K€ XPaHUTHCS B AJIEKTPOHHOM
BU/IE B JIOKAJIbHOW KOMIIBIOTEPHOM CETH, B TPpOrpaMMHOM obecriedyeHuu «1C».

B CcOOTBETCTBMM C HOMEHKJIATYpOH JEJI TaK € XPaHUTCA CIEIyrolas
JOKYMEHTALUS:

® JOKYMEHTaIUs IO OpraHu3alui padoThl CTPYKTYPHBIX MOAPA3/IEICHUIMA:

- TIOJIO’KEHHUS O CTPYKTYPHBIX MOJApa3ICICHUAX;

- TOJKHOCTHBIE HHCTPYKIMU PAOOTHUKOB;

- IPUKa3bl, pacopsKeHusl, ykazanus PykoBoactea O0miecTBa,

- JOKYMEHTBl IUIAaHUPOBAHUS, y4yeTa, aHalIM3a M OTYETHOCTH IO BOMpPOCaM
KaJIpOBOM paboTHhI;

- JIefia, COAepIKallue MaTepralibl BHyTPEHHHUX PacclieIOBaHUM;

® JOKyMEHTAlUsl MO B3aUMOJCHCTBUIO C KOHTPOJMPYIOIIMMHU OpraHamMu H
CTOPOHHUMU OpraHU3aALMIMU:

- KOIIMM OTYETOB, HAIIPABISEMBIX B OCYJAapCTBEHHBIE OPraHbl CTATHCTHKM,
HAJOTOBbIE€ WHCIIEKI[MH, BBIIIECTOSIIME OPraHbl YIPAaBICHUS U JpYyTHE
YUPEKACHUS;

- OpPUTHHAJIbI IUIAHOB PabOThI, OTYETOB, CBEICHHA IO BOEHHO-YYETHOMY
CTOJLY;

- C LIEHTPOM 3aHSATOCTH HACEJICHHUS.

JIOJDKHOCTHBIM ~ JIMIIOM, HMMEIOIIMM JOCTyH K TEpPCOHAIbHBIM JaHHBIM
PaboTtHukoB, noanuceiBaeTcss O0s13aT€IBCTBO O HEPA3IJIALIEHUU MEePCOHATBHBIX
JaHHBIX PaOOTHUKOB MO ycTaHOBJIEHHOU B O011ecTBe Gopme.

[Ipy moNy4YyeHUU CBENECHMM, COCTABIAIONIMX MEPCOHAIbHBIE JIaHHbBIE
PabGoTHuka, yka3zaHHbBIE JMIA JODKHBI HMMETh IMIPaBO TMOJydaTh TOJBKO T€
nepcoHaNbHbIEe JaHHble PaboTHHKA, KOTOpble HEOOXOAUMBI /Jisi BBINOJHEHUS
KOHKPETHBIX (DYHKITUH, 3a7aHUi.
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JomkHocTHbIM JiniiaM  OOIIecTBa, MMEIOMMM JOCTYNl K MEepPCOHAIbHBIM
JTaHHBIM PabOTHWKOB, 3ampemaercs MPEeIOCTaBIsATh CTaBIIHE WM H3BECTHBIMU
MIEPCOHANIbHBIE JaHHBIC, BKIIIOYAsl YCTHBIA CMOCOO mepeaadn WHGOpMAIWH, 32
HCKJIIOYEHUEM CITy4aeB, MPSMO MPEIyCMOTPEHHBIX 3aKOHOAATENhCTBO PD.

KomnupoBaTe ¥ Jenath BBIMUCKM W3 MEPCOHAIBHBIX JaHHbIX PaboTHHKa
pa3peniaeTcsi UCKIOYUTENBHO B CIIYKEOHBIX LEISAX ¢ MUCBMEHHOTO Pa3pelieHUs
HavanbHuka ynpabiieHHs MO paboTe ¢ MEPCOHATIOM — JUPEKTOpa MO MEepCOHATY
«H3T».

JIuna, BUHOBHBIE B HAPYILIEHUU MOJIOKEHUHN 3akoHOaTenbcTBA PD B 06nactu
NEPCOHANIBHBIX JIaHHBIX TpU 00pabOTKE TMEepCOHANBHBIX JaHHBIX PaboTHuUKa,
MIPUBJICKAIOTCS K JUCHUIUIMHAPHOW U MATEPUAIBHON OTBETCTBEHHOCTHU B MOPSAKE,
YCTaHOBJICHHOM TpyI0BBIM KoAeKcoM P® u mHBIMH (eaepanbHBIMU 3aKOHAMH, a
TaKKe TMPHUBICKAIOTCS K aIMUHHCTPATHUBHOM, TI'PaXJIaHCKO-TIPABOBOM WM
YIOJIOBHOM OTBETCTBEHHOCTH B TIOPSJIKE, YCTAHOBJICHHOM (eneparibHbIMU
3aKOHAMH.

OrpaHnndyeHue HECaHKIMOHUPOBAHHOTO JIOCTyNa K MEPCOHAJILHBIM JaHHBIM
obecneunBaeTcss OOMIECTBOM M CHUMAECTCS B MOMEHT UX OOC3IIMUMBAHMS, a TAaKKe
[0 MCTEYEHUE YCTAHOBIICHHOTO MEPUOJIA XPAHEHHUS], €CIIM MHOE€ HE YCTAHOBJICHO
3aKOHOM Ui petenneM PykoBojcTBa O61iecTBa.
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Oco0enHocTH  00pa0OTKM NEPCOHAJBHBIX JAaHHBIX, Ppa3peleHHbIX
PaGoTHHKOM AJ151 pACIPOCTPAHEHUS

B cBsi3u ¢ mpoM3BOACTBEHHONW HEOOXOJUMOCTHIO BBI3BAHHOW HCIIOJIHEHUEM
JOJDKHOCTHBIX 00s3aHHOCTEH, pa3MelleHueM HH(opMalMu Ha O(UIHMAIbHON
caiiTe 1 KOpIOPaTUBHOM IMOPTAJIE, a TAKXKE B CIydassX UCIOJHEHUS IPa)KIaHCKO-
IIPABOBOIO 3aKOHOJATENbCTBA (3aKIIOUEHHUs JOTOBOPOB IEPEBAIKU 3E€PHOBBIX
TPY30B M COIyTCTBYIOIIMX UM JOroBOopoB) OOIIECTBO, Mepel pacipoCTpaHEHUEM
NEPCOHAIBHBIX JaHHBIX, 0053aH0 moayuuTh oOT PaborHuka Cornacue Ha
00pa0OTKy  MEpPCOHAJbHBIX  JAHHBIX, pa3pelieHHbIX  PaOoTHHKOM I
pacnpocTpaHeHus, Mo ycTaHoBiIeHHOM ¢opme. JlanHoe Cornacue Ha oOpabOTKy
NEPCOHANBHBIX JaHHBIX, pa3pelieHHbIX PaOoTHHKOM IS paclpoCTpaHEHHS,
oopMIIsIeTCsl OTIETBHO OT UHBIX COTJIACUH.

OOmecTBo 00s3aH0 obOecrnieunTh PaOOTHUKY BO3MOKHOCTh ONPENETUTh
nepeyeHb MEePCOHATBHBIX JAHHBIX MO KAXKI0H KAaTEropuu NMEPCOHAIBHBIX JaHHBIX,
yka3aHHbIXx B Corjmacuu Ha 00paOOTKYy NEPCOHANBHBIX JIaHHBIX, Pa3pElICHHBIX
PaboTHHKOM 1J1 pacipoCTpaHeHHUs!.

O6mmecTBO 00s13aH0 HHGOpMUPOBATH PaboTHMKA:!

e 00 MHQOPMAIMOHHBIX  pecypcax, IOCPEACTBOM  KOTOPBIX  OyayT
OCYILECTBISATHCS MPEAOCTABICHUE IOCTyIIa HEOTPAaHUYEHHOMY KpYTY JIUIL;

® 0 11enu 00pabOTKM MEPCOHATBHBIX JAHHBIX (B paMKaxX HMCIIOJHEHHUS, KaKUX
JIOTOBOPHBIX ~ 0053aTE€JIbCTB, BO3HUKJIA JaHHAas  MOTPEOHOCTh), YyKa3aB
OpraHu3altio, B KOTOPYIO IEPENA0TCS NEPCOHAIbHbIE TaHHbIe PaOOTHHKA.

[lepconanbHbIe AaHHBIE PAOOTHUKA O €T0 MOJUTUYECKUX, PEIUTHO3HBIX U
UHBIX YOEXKIEHUSX, YaCTHOW >KM3HH, a TaKXKe UJICHCTBE B OOIIECTBEHHBIX U
npo(COIO3HBIX OPraHM3AlMIX HE MOJUIeKaT cOOpY OpraHM3alMel, eciii WHOE He
IPEyCMOTPEHO 3aKOHOIaTEIbCTBOM.

3amuTa MEpPCOHANbHBIX JaHHBIX paOOTHHKA JIOJKHA 00eCTeuynuBaThCS
MOJIHOCTBIO 3a CUeT paboToaaress.

OO6miecTBo mpu mpueMe Ha paboTy, a TaKXKe MNpPU JHOOBIX H3MEHEHHSIX
npaBusl pabOThl C MEPCOHATBHBIMU JAaHHBIMU OOS3aHO MUCHMEHHO 3HAKOMUTH C
HUMH BCEX PaOOTHUKOB.

OO01iecTBO HE MMEET MPaBO MPUHYKJATh PAOOTHUKOB K OTKa3y OT CBOHMX
IpaB Ha 3aIUTY MEPCOHANBHBIX JaHHBIX.
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Oo6s13aHHOCTH PadOTHHKA

PaboTHuUK 00s13aH:

[lepenatp paboTomaTeno BCe TMEPCOHANBHBIE JaHHBIC, YyKa3aHHBIC B
COOTBETCTBYIOIIHNX JOKYMCHTAX.

B ycTaHOBIIGHHBI TMpaBWJIaMH CpPOK CoOOImaTh paboTodaTeliro 00
U3MCHCHUH CBOMX MTEPCOHAIIBHBIX JIAHHBIX.

Ilepenaya nepcoHaILHBIX JaHHBIX PA0OTHUKA

IIpn ocymecTBIeHUH TMEpefayd MEePCOHANBHBIX JaHHBIX pPaOOTHUKOB
TpeTbuM JuiaMm OO0IIecTBo 0053aHO:

— HE co0O0IlaTh MepCOHAJIbHBIE JTaHHBbIE 0€3 MOJYYEHHOTO MUCHMEHHOTO
cornacus pabOTHHKA, KPOME CIlydaeB, KOTJa TaKhe OOS3aHHOCTH yCTaHOBJICHBI
3aKOHO/IaTeJIHCTBOM;

— He nepejaBaTh NEPCOHANIbHBIE TaHHbIE pA0OOTHUKA JIJIsl UCIIOIb30BaHUS B
KOMMEPUYECKHUX LIEIISX;

— TpeboBaThb OT TPETbUX JIML COOJIOJAEHUS MpaBW pabOTBl €
NEPCOHANBHBIMU  JaHHBIMH, a TakKe  TMPEIOCTABICHUS  MUCHMEHHOTO
MOJITBEPXKICHUSI ~ HMCIOJB30BAaHUS  MEPCOHANBHBIX  JAaHHBIX B  MOPSAJIKE,
IPEyCMOTPEHHBIX HACTOSIIIAM TOJIOKEHUEM O 3aIUTE MEPCOHATBHBIX TaHHBIX;

— JaBaTh JOCTYI K MEPCOHAJIBHBIM JaHHBIM TOJBKO JIMIAM, MMEIOIHUM
COOTBETCTBYIOIIMM JOMYCK M HCHOJB3YIOUIMX MX TOJIBKO JUJISl BBIIOJHEHUS
KOHKPETHBIX MOJTHOMOYHH;

— He ucTpeboBaTh MHPOPMALMIO O COCTOSSHMM 3/I0pOBbsi paOOTHHKA, 3a
UCKJIIOYCHHEM JIaHHBIX, KOTOPbIE MOTYT TOBIHUATH HA WCIOJHEHHE PAOOTHUKOM
CBOUX TPYJIOBBIX O0SI3aHHOCTEH.

3amuTa nepcoHaJbHBIX JAHHBIX PA0OTHUKA

B pamkax peammzanum myHKTOB Hacrtosimiero [lomoxkenuss o 3ammre
MEPCOHANBHBIX JaHHBIX PAOOTHUKOB, pyKoBoauTenb OOIIeCTBa M3JAET MPHUKA3 O
Ha3HA4YeHHH JIMLA, OTBETCTBEHHOTO 3a o0ecreueHne 6€30MacHOCTH ePCOHAIbHBIX
JAHHBIX (OpraHu3alui0 00pabOTKH MEPCOHATBHBIX JAHHBIX), HA KOTOPOM JIeXat
Bce 0053aHHOCTH 10 00€CIIeYeHUI0 KOH(PUIECHIINAIbHOCTH MOJIyY€HHBIX JaHHbBIX, a
TaK)K€ OpraHu3aluy padboThl C HUMH.

[lepenaya mHpoOpMaLMK MPOUCXOIUT TOJILKO B MUCBMEHHOM BHJE. 3aIrpoc
JOJKEH OBbITh C/eNlaH B MHCbMEHHOM BHJIE C YKa3aHMEM BCEX PEKBU3UTOB JIMIIA,
3anpamuBaroniero uHpopmamnuo. OTBET NOKEH OBITH clieflaH Ha (PUpMEHHOM
OJIaHKe YUYpEeXKJIECHHsS] M OTIpPaBIEH JUOO KYphEepCKOH CIy»KOOi, TuOO0 3aKa3HbIM
MTUCHMOM.

Bce momyueHHbIe TIepCOHANBHBIE TaHHBIE JOJDKHBI XPAaHUTHCS B MECTE,
UCKJTIOYAIOIIEM HeCAaHKIIMOHUPOBAHHBIX TOCTYII TPEThUX JIUII.
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DJNEeKTpOHHBIE HOCUTENW HH(POpPMAIMM, JIOJDKHBI OBITh  3alIHUILIEHBI
KpUNTOrpapuuecKuMu CpeICTBAMU 3aIIUTH HHPOPMAITHH.

OTBEeTCTBEHHOCTD 32 pasriaameHmue I/IH(l)OpMaIII/II/I, CBSI3aAHHOM C
NNEPCOHAJIBbHBIMHA JAHHBIMUA paﬁoTHnKa

Jlunia, mpu3HAHHBICE BUHOBHBIMM B HapyUIEHUM TPEOOBAHUN HACTOSIIETO
[TonoxxeHuss O 3alIUTe MEPCOHAIBHBIX JaHHBIX PAOOTHHKOM, MPHUBJICKAIOTCA K
JTUCHUIUIMHAPHOM, aJIMUHUCTPATUBHOM, TI'pakIaHCKO-TIPABOBOM M YTOJIOBHOM
OTBETCTBEHHOCTH, B TMOpPSJIKE, IPEAyCMOTPEHHOM 3aKOHOAATEILCTBOM P® wu
JIOKaJIbHBIMH HOPMAaTUBHBIMHU aKTaMH.
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13  Ilopsaok padoThl ¢ NEPCOHAIBLHBIMH JAHHBIMH KOHTPATr€HTOB U
MoCeTUTEJ e’

Iopsinok mosyuyeHus 1 00padOTKM MEPCOHAIbHBIX JAHHBIX
KOHTPAreHTOB M MOCEeTUTeJIel

ITon  oOpabotkoit  II/[H  moHMMaeTcs  mMoOJlydeHHE,  XpaHEHHUeE,
KOMOMHUpOBaHMUE, Tepelaya Wi JII000e JPYyroe HMCIOJIb30BAHHUE MEPCOHATBHBIX
JAHHBIX KOHTPAareHTOB U MOCETUTENEN.

PaboTa ¢ mepcoHaNbHBIMU IaHHBIMUA KOHTPAreHTOB U MOCETUTENEH JODKHA
HE HapylaTh TpeOOBaHMI 3akoHOAaTelbcTBa P® W JOKaNbHBIX HOPMATHUBHBIX
aKTOB OpraHU3aIUH.

Hcnonb3oBaHre MepCOHAIBHBIX JTAHHBIX BO3MOXHO TOJIBKO B COOTBETCTBUU
C LEIsIMU, ONpEACTMBIIMMU HMX ModyudeHue. [lepcoHalibHBIE JTaHHBIE HE MOTYT
OBITh UCIIOJIB30BAaHBI B LEJISIX TPUUUMHEHUS UMYIIIECTBEHHOTO U MOPAJILHOTO Bpeja
rpakJaHaM, 3aTpyJHEHHUs peanu3aluyd NpaB u cBOOOJ TpaxiaH Poccuiickoi
dbenepanuu.

[Topsimox 00pabOTKM MEPCOHATBHBIX JAHHBIX Ha OyMa)KHBIX MaTEpHUaTbHbIX
HOCUTEISIX perjaMeHTHpoBaH «MHCTpyKuuel M0 XPaHEHHIO MEPCOHAIbHBIX
JAHHBIX Ha OYMaXKHBIX HOCUTEISIX W TOPAIKY pabOThl HCIOIHUTENEH C
NEPCOHANLHBIMU  JIAaHHBIMH ~ Ha  OYMaXHBIX  HOCUTEISIX  MHGOpMAIHH,
YTBEPKIECHHON PYKOBOIUTEIIEM.

O6paboTka NEPCOHANTBHBIX JAHHBIX B aBTOMATU3UPOBAHHBIX
MH(OPMAITMOHHBIX CUCTEMaX OCYIIECTBIIIETCS HA OCHOBAHUU Psiia YTBEPKICHHBIX
PYKOBOJMTENIEM HWHCTPYKIUH, PpErIaMeHTHUPYIOMUX O00paboTKy MepCOHATBHBIX
nanubix B UCITH.

JloCcTyll K NePCOHAJIBLHBIM JAHHBIM

BuyTpennuii poctyn (AOCTyn BHYTPHM OpraHM3allid) OIpPEAesIeTcs
Marpunieii  mocTtyma K 3allMIIAeMbIM  MH(OPMAIMOHHBIM  pecypcam
MH(OPMAIMOHHBIX CUCTEM MEPCOHATBHBIX JaHHBIX.

Buemnuit gocryr:

K 4ucay MaccoBelx moTpeOuTENedl NEpCOHANbHBIX  JIaHHBIX  BHE
OpraHu3alMd MOKHO OTHECTH TOCYJAapCTBEHHbIE (DYHKLUHMOHAJIbHBIE CTPYKTYPBHI:
HAJIOTOBBIE WHCIIEKIMH, IPABOOXPAHUTEIbHBIE OpraHbl, OpPraHbl CTaTUCTHKHU,
BOCHKOMATBI, OpraHbl COLMUAJbHOIO CTPaxOBaHMs, IEHCUOHHbIE (OHIBI,
NOJIpa3/IeJICHUs] MyHULIMNIATBHBIX OPraHOB YIIPABJICHUS;

Han3opHo-KOHTpOJIbHBIE OpraHbl UMEIOT AOCTYI K MH(GOPMAIMKU TOJBKO B
chepe cBoeH KOMIIETECHIINH.

IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTDH CYObEKTa MEePCOHATIBLHbBIX
JAHHBIX
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3akperieHue npaB cCyObeKTOB MEPCOHATBHBIX JaHHBIX, PETJIaMEHTHPYIOIINX
3alIUTy €ro IMEepPCOHATbHBIX JIAaHHBIX, OOECIIEYMBAET COXPAHHOCTb MOJHOU U
TOYHOM MH(OPMALINU O HEM.

B menmsx 3amuThl MEPCOHANBHBIX JAHHBIX KOHTPAreHThl (3aKOHHBIC
NPEJCTaBUTENN) UMEIOT IIPaBO:

- TpeOoBaTh HUCKIIOYEHHS] WJIM WCIPABICHHUS HEBEPHBIX, MM HEMOJIHBIX
NePCOHAJBHBIX JAaHHBIX, CBOOOIHBIN OECIIaTHBII JOCTYI K CBOMM IEPCOHAIBHBIM
JAHHBIM, BKJIIOYas MpPaBO Ha IMOJyueHHE KOMHMHM HOBOM 3aluCH, cojepiKarieil
HepCOHAJIbHBIC TAaHHBIE,

- ONpENENATh CBOMX IpPEICTaBUTEICH IJIsl 3alUThl CBOMX MEPCOHAIBHBIX
JAHHBIX Ha COXPAaHEHHUE U 3alUTy CBOCH JTMYHOU TalHBI.

IIpaBa 0013aHHOCTH M OTBETCTBEHHOCTH ONIEPATOPA NMEPCOHATBHBIX
JAHHBIX

[lepconasnibHasi OTBETCTBEHHOCTb - OJIHO W3 TJABHBIX TpeOOBaHUU K
opraHu3anuy (yHKIMOHUPOBAHUSI CUCTEMBI 3aIUTHI IEPCOHAIBHON MH(DOpMauu
1 00s3aTeNbHOE yCIOBUE 0OecnieueHUs 3PPEKTUBHOCTU 3TON CHCTEMBI.

Opuanueckue wu ¢Qusmyeckue Jmna, B COOTBETCTBUUM CO CBOUMU
NOJHOMOYMAMH, BIAJCIOUe HHPOpMAIMe O TIpaxaaHax, M[OoJdy4arolue Hu
UCITOJIB3YIOLIUE €€, HECYT OTBETCTBEHHOCTh B COOTBETCTBUH € 3aKOHOIATEIbCTBOM
Poccuiickoii denepannu 3a HapylleHUE PeXUMa 3alIUThI, 0OpabOTKH M MOPAIKa
UCIIOJIb30BaHUs ATOM MH(POpMaIUK.

PaboTHUK, HajeneHHBI MpaBaMuU pa3peliaTb JIOCTYI COTPYIOHHKA K
JOKYMEHTY, COAEp)KalleMy II€pPCOHAJbHBIE CBEACHUS  KOHTPAareHTOB U
MOCETUTEIIEH, HECET MEPCOHATIbHYI0 OTBETCTBEHHOCTH 32 JAHHOE pa3pelIeHue.

Kaxxnplil coTpyJHUK OpraHu3alyy, MOJYyYaroIMid AJsl padoThl JOKYMEHT,
coJlepKallliii MepCcOHANbHbIE JAHHBIE, HECET €IMHOJIUYHYI0 OTBETCTBEHHOCTH 32
COXPaHHOCTb HOCUTENS U KOH(PUIECHIMATBLHOCTh HHPOPMALIUH.

Jlonmyck K mepcoHajIbHBIM JAHHBIM KOHTPAreHTOB M TMOCETUTENEH JIPYTrux
COTPYIHHUKOB pabOTOAATENSA, HE UMEIOUIUX HaJIekKaAIIUM 00pa3oM 0pOPMIIEHHOTO
JOCTYIIa, 3aIpeniaeTCs.

[lepenaya (0OMeEH U T.A.) IEPCOHATIBHBIX JAHHBIX MEXKIY MOAPA3ACICHUIMU
OCYLIECTBJISIETCS TOJIBKO MEXAY COTPYJHUKAMM, MMEIOIUMU JOCTYIl K
IIEPCOHAIIBHBIM JIAHHBIM KOHTPAreHTOB U ITOCETUTEIIEH.

3a HEUCHOJIHEHUE WM HEeHaJJIeKallee HCIOIHEHHE PabOTHUKOM IO €ro
BUHE BO3JIO)KEHHBIX Ha HEro OOS3aHHOCTEM MO COOJIOJEHUIO YCTAHOBJICHHOIO
nopsiika paboThl CO CBEJAEHUSIMHU KOH(UICHIMAIBHOTO XapakTtepa OOI11ecTBO
BIIpAaBE MPUMEHATh IpeaycMoTpeHHble TpynoBeiM Kojekcom aucuUIIIMHAPHBIE
B3BICKaHUSI.
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14  OcoOenHocTH 00pa0OTKH MEPCOHAIBbHBIX JAHHBIX 0€3 HCI0JIL30BAHUS
CpeICTB AaBTOMATU3AIUU

[Ipy  HeaBTOMATHU3MPOBAHHON  OOpaOOTKE  pa3NUYHBIX  KaTErOpHid
NEPCOHAIBHBIX JIaHHBIX JOJDKEH MCIONb30BaThCsl OTIEIbHBIA MaTepHUaIbHBIN
HOCHUTEJb ISl KaXK/I0M KaTErOpUU NEPCOHAIBHBIX JaHHbBIX.

IIpu HeaBTOMATU3UPOBAHHOIN 00PabOTKE NEPCOHATIBHBIX TaHHBIX Ha

OyMa)XHbIX HOCUTEIISX:

— He Jomyckaercs (QuKcalus Ha OJHOM OyMaXKHOM  HOCHUTEINE
NEPCOHANBHBIX JaHHBIX, LETH 00pabOTKH KOTOPHIX 3aBEIOMO HECOBMECTHMBI,

— TEepCOHAJIbHBIC TaHHBIE TOJKHBI 000COOIATHCS OT HHOM MH(pOpPMAInH, B
YaCTHOCTH TMyTeM (QHUKCAIIMM HMX Ha OTACNHBHBIX OYyMa)XHBIX HOCHTENSAX, B
CHeIUaIbHBIX pa3zesax Wik Ha nojisx Gopm (O6JIaHKOB);

— JIOKYMEHTBI, cojepXalllie IEepCOHAJbHbIE JaHHble, (OPMUPYIOTCS B
JieJ1a B 3aBUCUMOCTH OT 11eJId 00paOOTKU NEPCOHATBHBIX JAHHBIX;

— Jena ¢ JOKyMEHTaMH, COAEPKAUIMMU MEePCOHAIbHBIE JTaHHbIE, JOJIKHBI
UMETh BHYTPEHHHE OMUCH JIOKYMEHTOB C yKa3aHueM I1esid 00paboTKH U KaTeropuu
MEPCOHANBHBIX JaHHBIX.

JlokyMeHTBbl  (HOCcUTENW HH(POPMALMM), COJEpXKAIIME TEPCOHAJbHBIE
JTaHHBIC, JOJDKHBI XPAaHUThCS B  CIOY)KEOHBIX TMOMEIIEHUSX B YCIOBUSX,
UCKJIIOYAIOIINX HECAHKIIMOHUPOBAHHBIHN JTOCTYIT K HUM.

VYHUUTOXKEHNE UM 00€3TMYMBAHKNE YACTH NEPCOHANIBHBIX JAaHHBIX, €CIIU 3TO
JIOTIyCKAeTCsl MaTepUalbHBIM HOCUTEJIEM, MOKET MPOU3BOAUTHCS CIIOCOOOM,
UCKJIIOYAIOIIMM  JalbHEHIYI0 O0O0pabOTKYy JTUX MEpPCOHANBHBIX MJAaHHBIX, C
COXpaHEHHUEM BO3MOXXHOCTH OOpaOOTKM HHBIX JAHHBIX, 3a(QUKCHUPOBAHHBIX Ha
MaTepuaIbHOM HOCHUTEJIE.

IIpy HecoBMecTMMOCTH Iielied 00paOOTKHM TMEepCOHAJIBHBIX JaHHBIX,
3a(pUKCUPOBAHHBIX HA OJHOM MAaTEpPHATLHOM HOCUTENE, €CITU MaTepHaTbHBIN
HOCHUTENIb HE TIO3BOJISIET OCYUIECTBISATh OOpadOTKYy NEepCOHAIBHBIX JaHHBIX
OTIENBHO OT JPYruxX 3adUKCUPOBAHHBIX HA TOM >K€ HOCHTEJE MEPCOHAIBHBIX
JAHHBIX, JOJDKHBI OBITH MPUHATHI MEPHI MO0 00ECTIEUEHUIO Pa3IeIbHON 00padoTKU
MEPCOHANBHBIX JaHHBIX, B YACTHOCTH:

— Opu  HEOOXOIMMOCTH  HCIIOJIb30BAHMS WM PaclHpOCTpPAHEHUs
OTIpE/IENICHHBIX MEPCOHANBHBIX JAHHBIX OTIEJIBHO OT HAXOJSIIMXCS HAa TOM K€
MaTepUaJbHOM HOCHUTENIE JPYrMX [EpPCOHANbHBIX JIaHHBIX OCYLIECTBIISIETCA
KOIIUPOBAaHUE TEPCOHAIBHBIX JIAHHBIX, MOAJEXKAIIUX PACIPOCTPAHEHUIO WIH
UCIIOJIb30BAaHUIO, CMOCOOOM, HCKIIIOYAIOIIUM OJHOBPEMEHHOE KOMHWPOBAHME
MIEPCOHANBHBIX TaHHBIX, HE TOJICKAIIUX PACIIPOCTPAHCHUIO U UCTIOJIB30BaHUIO, U
UCTIONB3YETCs (PacpOCTPaHSIETCs) KOIUS IEPCOHANBHBIX JTaHHBIX;

— TpH  HEOOXOAMMOCTH YHUUTOXKCHHSI WM OJOKUPOBAaHHMS YacTH
NEPCOHANBHBIX JAHHBIX YHHUYTOXKAETCS WU OJOKHpyeTCs MaTepHUaabHBIN
HOCUTEJIb C TpEeABApUTEIbHBIM KONUPOBAHMEM CBEACHMUN, HE TOJJIeKaLINX
YHUUTOXKEHUIO WM OJOKMPOBAHHIO, CIIOCOOOM, HUCKIIIOYAIOIIUM OJHOBPEMEHHOE
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KOIUPOBAaHUE TMEPCOHANBHBIX JAHHBIX, MOJJICKANMX YHUUYTOXKCHHUIO WU
OJIOKMPOBAHUIO.

YTo4uHEHHE EPCOHATBHBIX TaHHBIX IIPH OCYLIECTBIECHUU UX 00paboTKu O€3
UCIIONIb30BaHUSl CPEJICTB aBTOMATU3AIMUA MPOU3BOJUTCS MyTEeM OOHOBIICHHUS WU
U3MEHEHUsl JAHHBIX HAa MaTepUaIbHOM HOCHUTENE, a €CIIM 3TO HE JOMyCKaeTcs
TEXHUYECKUMU OCOOEHHOCTSMU MAaTE€pPUAIbHOTO HOCUTENS, MyTeM (UKcallud Ha
TOM € MaTepuaIbHOM HOCUTENIE CBEICHUN O BHOCUMBIX B HUX U3MEHEHUSX JINOO
IOyTEM U3TOTOBJIEHHS HOBOIO MAaTE€pPUAIBHOTO HOCUTENIS C YTOYHEHHBIMU
NEPCOHAIBHBIMU JTAHHBIMU.

OOpaboTka MepcOHANbHBIX JTAHHBIX, OCYLIECTBIsieMas 0€3 HMCIIONIb30BaHUS
CPEICTB aBTOMAaTHU3allMU, JI0JDKHA OCYIIECTBIATHCS TAaKUM O0pa3oM, 4TOObI B
OTHOIIICHUU KaXKJOW KaTeropuu MepCoOHaIbHBIX JAHHBIX MOXKHO OBLIO ONpEAeTUTh
MeCTa XpaHEHHUS TMEepPCOHAIBHBIX MJAHHBIX (MaTepHANbHBIX HOCHUTENEH) U
YCTaHOBUTH MEPEUCHb JIUII, OCYIIECTBIIAIOMUX 00pabOTKy MepPCOHATBHBIX JAHHBIX
1100 UMEIOIIUX K HUM JTOCTYII.

IIpu XpaHeHUHn MaTepuadbHBIX HOCHTENIEH JOJIKHBI COONIOAATHCS YCIIOBUSA,
00€CIEeYnBAIOIINE COXPAHHOCTh MEPCOHAIBHBIX JIaHHBIX M  HMCKJIIOYAIOLIUe
HECaHKI[MOHUPOBAHHBIA K HHUM JIOCTyI. XpaHEHHWE IME€PCOHAIBHBIX JIaHHBIX
(MaTepuaIbHBIX HOCHTENEH), 00pabOTKa KOTOPBIX OCYIISCTBISIETCS B Pa3IUYHBIX
LEJISIX JOJKHO OBITh pa3/iesIbHbIM.
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15  Owxupaemblii 3¢ dexT or peasuzauuu Ilosoxenus

Peammzanmst [Tonoxenus 6e3onacuoctu I1/a B UCIT/IH mo3BoIuT:
oLIeHUTh cocTosiHue OezomacHoctu uHPopmaruu WCIIJIH, BBIABUTH HUCTOYHHUKH
BHYTPEHHUX W BHEIIHUX YTpo3 UHGOPMAIMOHHON O€30macHOCTH, OMPEICIUThH
MIPUOPUTETHBIE HAIPABICHUS MPEAOTBPALICHUSA, OTPAXEHUS M HEUTpaln3aluuu
ATUX YTPO3;
pa3paboTarh pacmopsiAMTENIbHBIE W HOPMAaTUBHO-METOJMYECKHE JIOKYMEHTBI
npuMenuTenbHo K MCI/IH;
npoBecTu kinaccupukanuio u ceptuduranuro UCIx;
MPOBECTH OPraHU3ALMOHHO-PEKUMHBIE M TEXHUYECKHUE MEPOIPHUATHS IO
obecneuenuto 6e3onacuoctu [1/{n B UCII/IH;
o0ecneunTh He0OXOUMBIN YPOBEHB 0€30MaCHOCTH OOBEKTOB 3aIUTHI;
pa3paboTaTh METOAMYECKHE JOKYMEHTHI IO pa3MENIeHUI0, OOOpYJOBaHUIO U
OXpaHe IIOMEIICHUM, TIJ€ XPaHATCS NEPCOHAIbHBIE JAHHBIE, IO XPAHEHUIO
NEPCOHANBHBIX JaHHBIX Ha OyMaXHBIX HOCHUTENISIX M MOPSIAKY padOThI
UCIIOJIHUTENIEH C TEPCOHANBHBIMU JAHHBIMU HAa OYMa)KHBIX HOCHUTEISIX
uH(popManuu.
OcCyIIECTBIEHNUE 3TUX MEPONPUITUN OOECHEUUT CO3JaHUE EIUHOM, LIETOCTHON U
CKOOPJAMHUPOBAHHOM CHCTEMbl HH(OPMALIMOHHOW OE30MaCHOCTH U  CO3/acT
YCIIOBUS JUIs €€ JaJIbHEHIIEr0 COBEPILIECHCTBOBAHMS.
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16 Cnucok HcnoJib30BaHHBIX HCTOYHUKOB

OCHOBHBIMH HOPMATHUBHO-NIPABOBBIMH U MeTOAUYeCKUMHM
JOKYMEHTAMH, HA KOTOPBbIX 0a3upyercsa HacTosimee Iloioxenne sABIsIIOTCA:

®enepanbHbiii 3akoH ot 27.07.2006 1. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoOHANbHBIX JIAHHBIX)»), YCTaHABIMBAIOIIUNA
OCHOBHBIE TPUHLHUIBI U YyciaoBusi o6pabotku IIJIH, mpaBa, 00s3aHHOCTH U
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUM, CBI3aHHBIX ¢ 00paboTkoii [1/1H.

«TpeboBanusi K 3aluTe NEPCOHATBHBIX JAHHBIX NpPU UX O00paboTKE B
WHOOPMAIIMOHHBIX ~ CHUCTEMaxX  IEPCOHAIBHBIX  JAHHBIX»,  YTBEPIKICHBI
[Toctanosnenuem IlpaButensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxenne 00 OCOOEHHOCTSIX OOpaOOTKH TMEPCOHANBHBIX JAaHHBIX,
OCYULIECTBIISIEMOI 0€3 HCIOIb30BAHUS CPEJICTB aBTOMATH3aLMN», YTBEPKIECHHOE
[Tocranosnennem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

[Tocranosnenne IlpaButennctBa Ne 211 ot 21 mapra 2012 roma «OO0
YTBEPXKJICHUH TIEPEYHS MEp, HANpaBICHHBIX Ha OOECIEUYEHUE BBIMOJHEHUS
o0si3aHHOCTEH, TpeycMOoTpeHHbIX D3 «O nmepcoHanbHBIX JAaHHBIX» U MPUHATHIMU
B COOTBETCTBUM C HHUM HOPMATUBHBIMU IIPAaBOBBIMH aKTaMH, OIEpaTOpaMH,
SBJISIOIIUMUCS TOCYAAPCTBEHHBIMU UM MYHHUITUTIAIBHBIMUA OPTaHAMK.

«TpeboBanusi Kk  MaTepUaJbHBIM  HOCUTENSIM  OMOMETPUYECKHUX
NEPCOHANBHBIX JAHHBIX M TEXHOJOTHUSIM XpaHEHUS TaKUX JaHHBIX BHE
UHOOPMAITMOHHBIX ~ CHUCTEM  TMEPCOHAJBHBIX  JAHHBIX»,  YTBEPKICHHBIC
[Toctanosnenuem IIpaBurensctBa PO ot 06.07.2008 1. Ne 512.

HopmatuBHo-metoquueckue nokymeHThl DenepanbHoil  ciykObl  TIO
TEXHUYECKOMY M DKCIEpTHOMY KOHTpoJito Poccuiickoit ®enepanuun (nanee -
OCTOK Poccun) nmo obecnedenuto oOeszonacHoctv II/[H mpu ux o0paboTke B
NCIIH:

bazoBass monenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX TpPH HUX
00paboTke B HMH(POPMALMOHHBIX CUCTEMAX IEPCOHANBHBIX JAHHBIX, YTB. 3aM.
nupekropa PCTOK Pocenn 15.02.08 r.

Meronuka OIEHKHM yrpo3 0e30macHOCTH WH(OpMAIMU, YTBEPKICHHAs
OCTIK Poccuu 5 dpespans 2021 roxa.

[Tpukaz ®CTIK Poccuu Ne 21 ot 18 derpans 2013 roga «O06 yTBepx)aCHUH
CocTtaBa U coJiep)KaHusl OPraHU3AIMOHHBIX U TEXHUYECKHX Mep MO 00ECIEeYeHHIO
0€30MacHOCTH TEPCOHATBHBIX JAHHBIX MPU UX 00paboTke B MHGOPMAIIMOHHBIX
CUCTEMaX MEePCOHAIbHBIX TAHHBIXY.

[Ipuka3z denepanbHoii ciyx0b1 6e3onacHocTH Poccuiickoin @enepanuu OT
10 wrons 2014 1. N 378 «O0 ytBepxkaeHun CocTtaBa W coAep)KaHUs
OpraHU3allMOHHBIX M TEXHUYECKHMX Mep MO0 obOecreyeHuto Oe30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpU HX 00paboTke B MHGOPMAIIMOHHBIX CHUCTEMax
MEPCOHANIBHBIX JAHHBIX C UCIOJIb30BAHUEM CPEICTB KPUNTOrpapUUYECKO 3alIUThI
uH(popMaIuu, He0OXOIMMBIX ISl BBINIOJIHEHUS YCTaHOBIEHHBIX [IpaBuTEenscTBOM
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Tlonooicenue 06 obpabomke u 3auume NEPCOHATLHBIX OAHHBIX 8 0OUecmae ¢ 02PaAHUYEeHHOU
omeemcmeennocmvio « Hoeopoccutickuii 3epnogot mepmunany om 01.12.2022

Poccuiickoit ®denepanuu TpeOOBaHUM K 3alIUTE MEPCOHAIBHBIX JAHHBIX IS
KaXXJIOT0 U3 YPOBHEH 3aIUILIEHHOCTH.
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